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Preface To Third Edition

third edition contains a number of new chapters, and various material has been moved

The chapter on Stream Ciphers has been split into two. Omne chapter now deals with
the general background and historical matters, the second chapter deals with modern
constructions based on LFSR’s. The reason for this is to accomodate a major new section
on the Lorenz cipher and how it was broken. This compliments the earlier section on the
breaking of the Enigma machine. I have also added a brief discussion of the A5/1 cipher,
and added some more diagrams to the discussion on modern stream ciphers.

I have added CTR mode into the discussion on modes of operation for block ciphers. This
is because CTR mode is becoming more used, both by itself and as part of more complex
modes which perform full authenticated encryption. Thus it is important that students
are exposed to this mode.

I have reordered various chapters and introduced a new part on protocols, in which we
cover secret sharing, oblvious transfer and multi-party computation. This compliments the
topics from the previous edition of commitment schemes and zero-knowledge protocols,
which are retained a moved around a bit. Thus the second edition’s Part 3 has now been
split into two parts, the material on zero-knowledge proofs has now been moved to Part 5
and this has been extended to include other topics, such as oblivious transfer and secure
multi-party computation.

The new chapter on secret sharing contains a complete description of how to recombine
shares in the Shamir secret-sharing method in the presence of malicious adversaries. To
our knowledge this is not presented in any other elementary textbook, although it does
occur in some lecture notes available on the internet. We also present an overview of
Shoup’s method for obtaining threshold RSA signatures.

A small section detailing the linkage between zero-knowledge and the complexity class N P
has been added.

The reason for including extra sections etc, is that we use this text in our courses at Bristol, and so
when we update our lecture notes I also update these notes. In addition at various points students
do projects with us, a number of recent projects have been on multi-party computation and hence
these students have found a set of notes useful in starting their projects. We have also introduced
a history of computing unit in which I give a few lectures on the work at Bletchley.

Special thanks for aspects of the third edition go to Dan Bernstein and Ivan Damgard, who
were patient in explaining a number of issues to me for inclusion in the new sections. Also thanks
to Endre Bangerter, Jiun-Ming Chen, Ed Geraghty, Thomas Johansson, Georgios Kafanas, Parimal
Kumar, David Rankin, Michal Rybar, Berry Schoenmakers, Damien Stehle, S. Venkataraman, and
Steve Williams for providing comments, spotting typos and feedback on earlier drafts and versions.

The preface to the second edition follows:






Preface To Second Edition

The first edition of this book was published by McGraw-Hill. They did not sell enough to
warrant a second edition, mainly because they did not think it worth while to allow people in
North America to buy it. Hence, the copyright has returned to me and so I am making it available
for free via the web.

In this second edition I have taken the opportunity to correct the errors in the first edition, a
number of which were introduced by the typesetters. I have also used a more pleasing font to the
eye (so for example a y in a displayed equation no longer looks somewhat like a Greek letter ). I
have also removed parts which I was not really happy with, hence out have gone all exercises and
Java examples etc.

I have also extended and moved around a large amount of topics. The major changes are
detailed below:

e The section on the Enigma machine has been extended to a full chapter.

e The material on hash functions and message authentication codes has now been placed in
a seperate chapter and extended somewhat.

e The material on stream ciphers has also been extracted into a seperate chapter and been
slightly extended, mainly with more examples.

e The sections on zero-knowledge proofs have been expanded and more examples have been
added. The previous treatment was slightly uneven and so now a set of examples of
increasing difficulty are introduced until one gets to the protocol needed in the voting
scheme which follows.

e A new chapter on the KEM/DEM method of constructing hybrid ciphers. The chapter
discusses RSA-KEM and the discussion on DHIES has been moved here and now uses the
Gap-Diffie-Hellman assumption rather than the weird assumption used in the original.

e Minor notational updates are as follows: Permutations are now composed left to right, i.e.
they operate on elements “from the right”. This makes certain things in the sections on
the Enigma machine easier on the eye.

One may ask why does one need yet another book on cryptography? There are already plenty
of books which either give a rapid introduction to all areas, like that of Schneier, or one which
gives an encyclopedic overview, like the Handbook of Applied Cryptography (hereafter called HAC).
However, neither of these books is suitable for an undergraduate course. In addition, the approach
to engineering public key algorithms has changed remarkably over the last few years, with the advent
of ‘provable security’. No longer does a cryptographer informally argue why his new algorithm is
secure, there is now a framework within which one can demonstrate the security relative to other
well-studied notions.

Cryptography courses are now taught at all major universities, sometimes these are taught in
the context of a Mathematics degree, sometimes in the context of a Computer Science degree and
sometimes in the context of an Electrical Engineering degree. Indeed, a single course often needs
to meet the requirements of all three types of students, plus maybe some from other subjects who
are taking the course as an ‘open unit’. The backgrounds and needs of these students are different,
some will require a quick overview of the current algorithms in use, whilst others will want an
introduction to the current research directions. Hence, there seems to be a need for a textbook
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6 PREFACE TO SECOND EDITION

which starts from a low level and builds confidence in students until they are able to read, for
example HAC without any problems.

The background I assume is what one could expect of a third or fourth year undergraduate in
computer science. One can assume that such students have met the basics of discrete mathematics
(modular arithmetic) and a little probability before. In addition, they would have at some point
done (but probably forgotten) elementary calculus. Not that one needs calculus for cryptography,
but the ability to happily deal with equations and symbols is certainly helpful. Apart from that I
introduce everything needed from scratch. For those students who wish to dig into the mathematics
a little more, or who need some further reading, I have provided an appendix (Appendix A) which
covers most of the basic algebra and notation needed to cope with modern public key cryptosystems.

It is quite common for computer science courses not to include much of complexity theory or
formal methods. Many such courses are based more on software engineering and applications of
computer science to areas such as graphics, vision or artificial intelligence. The main goal of such
courses is in training students for the workplace rather than delving into the theoretical aspects
of the subject. Hence, I have introduced what parts of theoretical computer science I need, as
and when required. One chapter is therefore dedicated to the application of complexity theory in
cryptography and one deals with formal approaches to protocol design. Both of these chapters can
be read without having met complexity theory or formal methods before.

Much of the approach of the book in relation to public key algorithms is reductionist in nature.
This is the modern approach to protocol design and this differentiates the book from other treat-
ments. This reductionist approach is derived from techniques used in complexity theory, where one
shows that one problem reduces to another. This is done by assuming an oracle for the second
problem and showing how this can be used to solve the first. At many places in the book cryp-
tographic schemes are examined from this reductionist approach and at the end I provide a quick
overview of provable security.

I am not mathematically rigorous at all steps, given the target audience, but aim to give a
flavour of the mathematics involved. For example I often only give proof outlines, or may not
worry about the success probabilities of many of our reductions. I try to give enough of the gory
details to demonstrate why a protocol has been designed in a certain way. Readers wishing a more
in-depth study of the various points covered or a more mathematically rigorous coverage should
consult one of the textbooks or papers in the Further Reading sections at the end of each chapter.

On the other hand we use the terminology of groups and finite fields from the outset. This is for
two reasons. Firstly, it equips students with the vocabulary to read the latest research papers, and
hence enables students to carry on their studies at the research level. Secondly, students who do
not progress to study cryptography at the postgraduate level will find that to understand practical
issues in the ‘real world’, such as API descriptions and standards documents, a knowledge of this
terminology is crucial. We have taken this approach with our students in Bristol, who do not have
any prior exposure to this form of mathematics, and find that it works well as long as abstract
terminology is introduced alongside real-world concrete examples and motivation.

I have always found that when reading protocols and systems for the first time the hardest
part is to work out what is public information and which information one is trying to keep private.
This is particularly true when one meets a public key encryption algorithm for the first time, or
one is deciphering a substitution cipher. I have hence introduced a little colour coding into the
book, generally speaking items in red are secret and should never be divulged to anyone. Items in
blue are public information and are known to everyone, or are known to the party one is currently
pretending to be.

For example, suppose one is trying to break a system and recover some secret message m;
suppose the attacker computes some quantity b. Here the red refers to the quantity the attacker
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does not know and blue refers to the quantity the attacker does know. If one is then able to write
down, after some algebra,

b=---=m,

then it is clear something is wrong with our cryptosystem. The attacker has found out something
he should not.

This colour coding will be used at all places where it adds something to the discussion. In other
situations, where the context is clear or all data is meant to be secret, I do not bother with the
colours.

To aid self-study each chapter is structured as follows:

A list of items the chapter will cover, so you know what you will be told about.

The actual chapter contents.

e A summary of what the chapter contains. This will be in the form of revision notes, if you
wish to commit anything to memory it should be these facts.

Further Reading. Each chapter contains a list of a few books or papers from which further
information could be obtained. Such pointers are mainly to material which you should be
able to tackle given that you have read the prior chapter. Since further information on
almost any topic in cryptography can be obtained from reading HAC' I do not include a
pointer to HAC' in any chapter. It is left, as a general recommendation to the reader, to
follow up any topic in further detail by reading what HAC has to say.

There are no references made to other work in this book, it is a textbook and I did not want to
break the flow with references to this, that and the other. Therefore, you should not assume that
ANY of the results in this book are my own, in fact NONE are my own. For those who wish to
obtain pointers to the literature, you should consult one of the books mentioned in the Further
Reading sections, or you should consult HAC.

The book is divided into four parts. Part 1 gives the mathematical background needed and
could be skipped at first reading and referred back to when needed. Part 2 discusses symmetric
key encryption algorithms and the key distribution problem that results from their use. Part 3
discusses public key algorithms for encryption and signatures and some additional key concepts
such as certificates, commitment schemes and zero-knowledge proofs. Part 5 is the most advanced
section and covers a number of issues at the more theoretical end of cryptography, including the
modern notion of provable security. Our presentation of the public key algorithms in Part 3 has
been designed as a gentle introduction to some of the key concepts in Part 5. Part 5 should be
considered a gentle, and non-rigorous, introduction to theoretical aspects of modern cryptography.

For those instructors who wish to give a rapid introduction to modern cryptography, in a 20-30
lecture course, I recommend Chapters 3, 7, 8, 10, 11, 14 and 16 with enough of Chapter 1 so as
to enable the students to understand the following material. For those instructors wishing to use
this book to give a grounding in the mathematics required for modern public key cryptography (for
example a course aimed at Math Majors) then I suggest covering Chapters 3, 11, 12, 13 and 15.
Instructors teaching an audience of Computer Scientists are probably advised to skip Chapters 2,
12 and 13, since these chapters are more mathematical in nature.

I would like to thank the students at Bristol who have commented on both our courses, the
original a draft of this book and the first edition. In addition the following people have helped
me by providing detailed feedback on a variety of chapters and topics, plus they have also helped
find errors: Nils Anderson, Ian Blake, Colin Boyd, Reza Rezaeian Farashahi, Florian Hess, Nick
Howgrave-Graham, Ellen Jochemsz, Eugene Luks, Bruce MclIntosh, John Malone-Lee, Wenbo Mao,
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John Merriman, Phong Nguyen, Dan Page, Christopher Peikert, Vincent Rijmen, Ron Rivest, Edlyn
Teske and Frederik Vercauteren.

Nigel Smart
University of Bristol

Further Reading

A.J. Menezes, P. van Oorschot and S.A. Vanstone. The Handbook of Applied Cryptography. CRC
Press, 1997.
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Part 1

Mathematical Background

Before we tackle cryptography we need to cover some basic facts from mathematics. Much
of the following can be found in a number of university ‘Discrete Mathematics’ courses aimed at
Computer Science or Engineering students, hence one hopes not all of this section is new. For those
who want more formal definitions of concepts, there is Appendix A at the end of the book.

This part is mainly a quick overview to allow you to start on the main book proper, hence you
may want to first start on Part 2 and return to Part 1 when you meet some concept you are not
familiar with.






CHAPTER 1

Modular Arithmetic, Groups, Finite Fields and Probability

Chapter Goals

To understand modular arithmetic.

To become acquainted with groups and finite fields.

To learn about basic techniques such as Euclid’s algorithm, the Chinese Remainder The-
orem and Legendre symbols.

To recap on basic ideas from probability theory.

1. Modular Arithmetic

Much of this book will be spent looking at the applications of modular arithmetic, since it is
fundamental to modern cryptography and public key cryptosystems in particular. Hence, in this
chapter we introduce the basic concepts and techniques we shall require.

The idea of modular arithmetic is essentially very simple and is identical to the ‘clock arithmetic’
you learn in school. For example, converting between the 24-hour and the 12-hour clock systems
is easy. One takes the value in the 24-hour clock system and reduces the hour by 12. For example
13 : 00 in the 24-hour clock system is one o’clock in the 12-hour clock system, since 13 modulo 12
is equal to one.

More formally, we fix a positive integer N which we call the modulus. For two integers a and
b we write a = b (mod N) if N divides b — a, and we say that a and b are congruent modulo N.
Often we are lazy and just write a = b, if it is clear we are working modulo N.

We can also consider (mod N) as a postfix operator on an integer which returns the smallest
non-negative value equal to the argument modulo N. For example

18 (mod 7) =4,

—18 (mod 7) = 3.
The modulo operator is like the C operator %, except that in this book we usually take represen-
tatives which are non-negative. For example in C or Java we have,

(-3)%2 = -1
whilst we shall assume that (—3) (mod 2) = 1.
For convenience we define the set:
Z/NZ =1{0,...,N — 1}

which is the set of remainders modulo N. This is the set of values produced by the postfix operator
(mod N). Note, some authors use the alternative notation of Zy for the set Z/NZ, however, in this
book we shall stick to Z/NZ.

The set Z/NZ has two basic operations on it, namely addition and multiplication. These are
defined in the obvious ways, for example:

(11+13) (mod 16) =24 (mod 16) =8

3
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since 24 =1-16 + 8 and
(11-13) (mod 16) = 143 (mod 16) = 15
since 143 = 8 - 16 + 15.

1.1. Groups and Rings. Addition and multiplication modulo N work almost the same as
arithmetic over the reals or the integers. In particular we have the following properties:

(1) Addition is closed :
Va,b € Z/NZ: a+be Z/NZ.

(2) Addition is associative :
Va,b,c € Z/NZ: (a+b)+c=a+ (b+c).
(3) 0 is an additive identity :
Va € Z/INZ: a+0=0+a=a.
(4) The additive inverse always exists :
Va € Z/INZ: a+ (N —a)= (N —a)+a=0.
(5) Addition is commutative :
Va,b € Z/NZ: a+b="b+ a.
(6) Multiplication is closed :
Va,b€ Z/NZ: a-b € Z/NZ.
(7) Multiplication is associative :
Va,b,c € Z/NZ: (a-b)-c=a-(b-c).
(8) 1 is a multiplicative identity :
Va€Z/NZ:a-1=1-a=a.
(9) Multiplication and addition satisfy the distributive law :
Va,b,c € Z/NZ: (a+b)-c=a-c+b-c.
(10) Multiplication is commutative :
Va,b € Z/NZ: a-b=b-a.

Many of the sets we will encounter have a number of these properties, so we give special names to
these sets as a shorthand.

DEFINITION 1.1 (Groups). A group is a set with an operation which

e is closed,

has an identity,

18 associative,

every element has an inverse.

A group which is commutative is often called abelian. Almost all groups that one meets in
cryptography are abelian, since the commutative property is what makes them cryptographically
interesting. Hence, any set with properties 1, 2, 3 and 4 above is called a group, whilst a set with
properties 1, 2, 3, 4 and 5 is called an abelian group.

Standard examples of groups which one meets all the time at high school are:

e The integer, real or complex numbers under addition. Here the identity is 0 and the inverse
of x is —x, since x + (—z) = 0.

e The non-zero rational, real or complex numbers under multiplication. Here the identity is
1 and the inverse of z is 7!, since z - 2z~ = 1.
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A group is called multiplicative if we tend to write its group operation in the same way as one does
for multiplication, i.e.

f=g-handg®=g-g-9-9-g.
We use the notation (G, -) in this case if there is some ambiguity as to which operation on G we
are considering. A group is called additive if we tend to write its group operation in the same way
as one does for addition, i.e.

f=g+handb-g=g+g+g+g-+g.

In this case we use the notation (G, +) if there is some ambiguity. An abelian group is called cyclic
if there is a special element, called the generator, from which every other element can be obtained
either by repeated application of the group operation, or by the use of the inverse operation. For
example, in the integers under addition every positive integer can be obtained by repeated addition
of 1 to itself, e.g. 7 can be expressed by

7T=1+1+1+1+1+1+1.

Every negative integer can be obtained from a positive integer by application of the additive inverse
operator, + — —x. Hence, we have that 1 is a generator of the integers under addition.
If g is a generator of the cyclic group G we often write G = (g). If G is multiplicative then
every element h of G can be written as
h=g"
whilst if G is additive then every element h of G can be written as
h=x-g,

where x in both cases is some integer called the discrete logarithm of h to the base g.

As well as groups we also define the concept of a ring.

DEFINITION 1.2 (Rings). A ring is a set with two operations, usually denoted by + and - for
addition and multiplication, which satisfies properties 1 to 9 above. We can denote a ring and its
two operations by the triple (R, -, +).

If it also happens that multiplication is commutative we say that the ring is commutative.

This may seem complicated but it sums up the type of sets one deals with all the time, for
example the infinite commutative rings of integers, real or complex numbers. In fact in cryptography
things are even easier since we only need to consider finite rings, like the commutative ring of integers

modulo N, Z/NZ.

1.2. Euler’s ¢ Function. In modular arithmetic it will be important to know when, given a
and b, the equation
a-r=>0 (mod N)
has a solution. For example there is exactly one solution to the equation
7Tr =3 (mod 143),
but there are no solutions to the equation
11z =3 (mod 143),
however there are 11 solutions to the equation

11z =22 (mod 143).

Luckily, it is very easy to test when such an equation has one, many or no solutions. We simply
compute the greatest common divisor, or ged, of a and N, i.e. ged(a, N).
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e If ged(a, N) = 1 then there is exactly one solution. We find the value ¢ such that a-¢ =1
(mod N) and then we compute z =b- ¢ (mod N).
o If g = ged(a, N) # 1 and ged(a, N) divides b then there are g solutions. Here we divide
the whole equation by g to produce the equation
a-z'=V (mod N'),
where ' = a/g, b =b/g and N' = N/g. If 2’ is a solution to the above equation then
r=12"+i- N
for 0 <14 < g is a solution to the original one.
e Otherwise there are no solutions.

The case where ged(a, N) = 1 is so important we have a special name for it, we say a and N are
relatively prime or coprime.

The number of integers in Z/NZ which are relatively prime to N is given by the Euler ¢
function, ¢(N). Given the prime factorization of N it is easy to compute the value of ¢(N). If N
has the prime factorization

then .
¢(N) =][pi ' (pi — D).
=1

Note, the last statement it is very important for cryptography: Given the factorization of N it is
easy to compute the value of (N). The most important cases for the value of ¢(IV) in cryptography
are:

(1) If p is prime then
¢(p) =p—1.
(2) If p and ¢ are both prime and p # ¢ then
op-q)=(P—1(g—1).
1.3. Multiplicative Inverse Modulo N. We have just seen that when we wish to solve
equations of the form

ar =b (mod N)
we reduce to the question of examining when an integer a modulo N has a multiplicative inverse,
i.e. whether there is a number ¢ such that
ac=ca=1 (mod N).
Such a value of ¢ is often written a~!. Clearly a~! is the solution to the equation
ar =1 (mod N).

Hence, the inverse of a only exists when a and N are coprime, i.e. ged(a, N) = 1. Of particular
interest is when N is a prime p, since then for all non-zero values of a € Z/pZ we always obtain a
unique solution to

ar =1 (mod p).
Hence, if p is a prime then every non-zero element in Z/pZ has a multiplicative inverse. A ring like
7. /pZ with this property is called a field.

DEFINITION 1.3 (Fields). A field is a set with two operations (G,-,+) such that
e (G,+) is an abelian group with identity denoted by 0,

e (G\{0},-) is an abelian group,
e (G,-,+) satisfies the distributive law.
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Hence, a field is a commutative ring for which every non-zero element has a multiplicative
inverse. You have met fields before, for example consider the infinite fields of rational, real or
complex numbers.

We define the set of all invertible elements in Z/NZ by
(Z/NZ)* ={x € Z/NZ : gcd(z,N) = 1}

The * in A* for any ring A refers to the largest subset of A which forms a group under multiplication.
Hence, the set (Z/NZ)* is a group with respect to multiplication and it has size ¢(IV).
In the special case when N is a prime p we have

(Z/p2)* ={1,...,p—1}
since every non-zero element of Z/pZ is coprime to p. For an arbitrary field F' the set F* is equal
to the set F'\ {0}. To ease notation, for this very important case, define

F,=7%/pZ ={0,...,p—1}
and
F,=(Z/pZ)" ={1,...,p—1}.
The set IF, is a finite field of characteristic p. In the next section we shall discuss a more general
type of finite field, but for now recall the important point that the integers modulo N are only a
field when N is a prime.
We end this section with the most important theorem in elementary group theory.

THEOREM 1.4 (Lagrange’s Theorem). If (G,-) is a group of order (size) n = #G then for all
a € G we have a™ = 1.

So if x € (Z/NZ)* then
2N =1 (mod N)
since #(Z/NZ)* = ¢(N). This leads us to Fermat’s Little Theorem, not to be confused with
Fermat’s Last Theorem which is something entirely different.

THEOREM 1.5 (Fermat’s Little Theorem). Suppose p is a prime and a € Z then
a’ =a (mod p).

Fermat’s Little Theorem is a special case of Lagrange’s Theorem and will form the basis of one
of the primality tests considered in a later chapter.

2. Finite Fields

The integers modulo a prime p are not the only types of finite field. In this section we shall
introduce another type of finite field which is particularly important. At first reading you may wish
to skip this section. We shall only be using these general forms of finite fields when discussing the
Rijndael block cipher, stream ciphers based on linear feedback shift registers and when we look at
elliptic curve based systems.

For this section we let p denote a prime number. Consider the set of polynomials in X whose
coefficients are reduced modulo p. We denote this set F),[X], which forms a ring with the natural
definition of addition and multiplication.

Of particular interest is the case when p = 2, from which we draw all our examples in this
section. For example, in Fo[X] we have

A+X+XH+ X +X)=1+X2+X3,
A+X+X) (X+X)=X+X2+ X+ X5
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Just as with the integers modulo a number N, where the integers modulo N formed a ring, we can
take a polynomial f(X) and then the polynomials modulo f(X) also form a ring. We denote this
ring by

Fp[X]/f (X)Fp[X]
or more simply

Fp [ X]/(£(X)).

But to ease notation we will often write F,[X]/f(X) for this latter ring. When f(X) = X4+ 1 and
p = 2 we have, for example,

I+X4+X?) (X+X3 (mod X*+1)=1+ X?
since
X+X24+ X+ X5 = (X +1) - (X +1) + (1 + X?).

When checking the above equation you should remember we are working modulo two.

Recall, when we looked at the integers modulo N we looked at the equation
ar=>b (mod N).

We can consider a similar question for polynomials. Given a,b and f, all of which are polynomials
in Fp[X], does there exist a solution « to the equation

aax=">b (mod f)?

With integers the answer depended on the greatest common divisor of a and f, and we counted
three possible cases. A similar three cases can occur for polynomials, with the most important one
being when a and f are coprime and so have greatest common divisor equal to one.

A polynomial is called irreducible if it has no proper factors other than itself and the constant
polynomials. Hence, irreducibility of polynomials is the same as primality of numbers. Just as with
the integers modulo N, when N was prime we obtained a finite field, so when f(X) is irreducible
the ring IF,[X]/f(X) also forms a finite field.

Consider the case p = 2 and the two different irreducible polynomials

h=X"+X+1
and
fo=X"+ X341
Now, consider the two finite fields
Fy =Fo[X]/f1(X) and Fy = Fo[X]/ f2(X).

These both consist of the 27 binary polynomials of degree less than seven. Addition in these two
fields is identical in that one just adds the coefficients of the polynomials modulo two. The only
difference is in how multiplication is performed

(X3 4+1)-(X*+1) (mod f1(X)) =X+ X3+ X,
(X3+1)-(X*4+1) (mod fo(X)) = X%

A natural question arises as to whether these fields are ‘really’ different, or whether they just “look”
different. In mathematical terms the question is whether the two fields are isomorphic. It turns
out that they are isomorphic if there is a map

¢:F1—>F27
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called a field isomorphism, which satisfies

Pl +B) = ¢(a) + ¢(B),
¢(a- B) = ¢(a) - ¢(B).

Such an isomorphism exists for every two finite fields of the same order, although we will not show
it here. To describe the map above you only need to show how to express a root of fo(X) in terms
of a polynomial in the root of f1(X).

The above construction is in fact the only way of producing finite fields, hence all finite fields
are essentially equal to polynomials modulo a prime and modulo an irreducible polynomial (for
that prime). Hence, we have the following basic theorem

THEOREM 1.6. There is (up to isomorphism) just one finite field of each prime power order.

The notation we use for these fields is either F, or GF(q), with ¢ = p? where d is the degree of
the irreducible polynomial used to construct the finite field. We of course have F), = F,,[X]/X. The
notation GF(q) means the Galois field of ¢ elements. Finite fields are sometimes named after the
19th century French mathematician Galois. Galois had an interesting life, he accomplished most
of his scientific work at an early age before dying in a duel.

There are a number of technical definitions associated with finite fields which we need to cover.
Each finite field K contains a copy of the integers modulo p for some prime p, we call this prime
the characteristic of the field, and often write this as char K. The subfield of integers modulo p of
a finite field is called the prime subfield.

There is a map ® called the p-th power Frobenius map defined for any finite field by

D {Fq — Fy

ar— aoP

where p is the characteristic of F;,. The Frobenius map is an isomorphism of [, with itself, such an
isomorphism is called an automorphism. An interesting property is that the set of elements fixed
by the Frobenius map is the prime field, i.e.

{a €Fy:af =a} =T,

Notice that this is a kind of generalization of Fermat’s Little Theorem to finite fields. For any
automorphism y of a finite field the set of elements fixed by x is a field, called the fixed field of x.
Hence the previous statement says that the fixed field of the Frobenius map is the prime field F,,.

Not only does [F,; contain a copy of F;, but . contains a copy of Fye for every value of e dividing
d. In addition e is the fixed field of the automorphism ®¢, i.e.

{a€F: o = a} = Fpe.
Another interesting property is that if p is the characteristic of F, then if we take any element
a € F, and add it to itself p times we obtain zero, e.g. in F49 we have
X+X+X+X+X+X+X=7X=0 (mod?7).

The non-zero elements of a finite field, usually denoted Fg, form a cyclic finite abelian group. We
call a generator of Fy a primitive element in the finite field. Such primitive elements always exist
and so the multiplicative group is always cyclic. In other words there always exists an element
g € IF, such that every non-zero element o can be written as

a=g"
for some integer value of x.

As an example consider the field of eight elements defined by
Fos = Fo[X]/(X? + X +1).
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In this field there are seven non-zero elements namely
La,a+1,02,6®+1,2 +a, 0> +a+1

where « is a root of X3 + X + 1. We see that « is a primitive element in Fys since
1

a = q,
o? =a?,
a3:a—|—1,

0" :a2+a,
a5:a2+a+1,
a6:a2+1,

a' =1.

Notice that for a prime p this means that the integers modulo a prime also have a primitive element,
since Z/pZ = F), is a finite field.

3. Basic Algorithms

There are several basic numerical algorithms or techniques which everyone should know since
they occur in many places in this book. The ones we shall concentrate on here are

e Fuclid’s ged algorithm,
e the Chinese Remainder Theorem,
e computing Jacobi and Legendre symbols.

3.1. Greatest Common Divisors. In the previous sections we said that when trying to solve
a-r=>0 (mod N)

in integers, or
ac=">b (mod f)

for polynomials modulo a prime, we needed to compute the greatest common divisor. This was
particularly important in determining whether a € Z/NZ or a € F,[X]/f had a multiplicative
inverse or not, i.e. ged(a, N) = 1 or ged(a, f) = 1. We did not explain how this greatest common
divisor is computed, neither did we explain how the inverse is to be computed when we know it
exists. We shall now address this omission by explaining one of the oldest algorithms known to
man, namely the Euclidean algorithm.

If we were able to factor a and N into primes, or ¢ and f into irreducible polynomials, then
computing the greatest common divisor would be particularly easy. For example if

a = 230895588 646 864 = 2* - 157 - 45133,
b = 33107658 350407 876 = 22 - 157 - 2269 - 4513,
then it is easy, from the factorization, to compute the ged as
ged(a,b) = 2% 157 - 4513 = 2834 164.

However, factoring is an expensive operation for integers, but computing greatest common divisors
is easy as we shall show. Although factoring for polynomials modulo a prime is very easy, it turns
out that almost all algorithms to factor polynomials require access to an algorithm to compute
greatest common divisors. Hence, in both situations we need to be able to compute greatest
common divisors without recourse to factoring.



3. BASIC ALGORITHMS 11

3.1.1. FEuclidean Algorithm: In the following we will consider the case of integers only, the
generalization to polynomials is easy since both integers and polynomials allow Fuclidean division.
For integers Euclidean division is the operation of, given a and b, finding ¢ and r with 0 < r < |b|
such that

a=q-b+r.
For polynomials FEuclidean division is given polynomials f, g finding polynomials ¢,r with 0 <
degr < deg g such that

f=q-g+r
To compute the ged of rg = @ and r1 = b we compute ro, 73,74, ... as follows;
T2 =qir1 — 7o

s =q2r2 — 71

m = @m—1Tm—-1 — T'm—2
T+l = QmTm-
If d divides a and b then d divides ry, r3, 4 and so on. Hence
ged(a, b) = ged(ro,m) = ged(r1,72) = - -+ = ged(rm—1, Tm) = T'm-
As an example of this algorithm we want to show that
3 = ged(21,12).
Using the Euclidean algorithm we compute ged(21,12) in the steps

ged(21,12) = ged(21  (mod 12),12)
= ged(9, 12)
=ged(12  (mod 9),9)

(
(

= gecd(3,9)

= ged(9 (mod 3),3)

= ged(0,3) =

Or, as an example with larger numbers,

ged(1426 668 559 730, 810653094 756) = ged (810653094 756, 616 015464 974),

= gcd (616015464974, 194637629 782),
= gcd (194637629 782, 32102575628),
= gcd (32102575628, 2022176014),
= gcd(2022176014, 1769935418),

= ged (1769935418, 252240 596),

= gcd (252240596, 4251 246),

= ged (4251246, 1417082),
= ged (1417082, 0),
= 1417082.

The Euclidean algorithm essentially works because the map

(a,b) — (a (mod b),b),
for a > b is a ged preserving mapping. The trouble is that computers find it much easier to add
and multiply numbers than to take remainders or quotients. Hence, implementing a gcd algorithm
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with the above gcd preserving mapping will usually be very inefficient. Fortunately, there are a
number of other ged preserving mappings, for example

((a—10)/2,b) 1If a and b are odd.
(a,b) — < (a/2,b) If a is even and b is odd.
(a,b/2) If a is odd and b is even.

Recall that computers find it easy to divide by two, since in binary this is accomplished by a cheap
bit shift operation. This latter mapping gives rise to the binary Euclidean algorithm, which is the
one usually implemented on a computer. Essentially, this algorithm uses the above ged preserving
mapping after first removing any power of two in the ged. Algorithm 1.1 explains how this works,
on input of two positive integers a and b.

Algorithm 1.1: Binary Euclidean Algorithm

g=1
/* Remove powers of two from the ged */
while (¢ mod 2 =0) and (b mod 2 =0) do

a=a/2

b=1"0/2

g=2-y9
end

/* At least one of a and b is now odd */
while a # 0 do
while ¢ mod 2=0do a=a/2
while b mod 2=0do b=10b/2
/* Now both a and b are odd */
if @ >bthena=(a—0)/2
else b= (b—a)/2
end
return g- b

3.1.2. Extended Euclidean Algorithm: Using the Euclidean algorithm we can determine when
a has an inverse modulo m by testing whether

ged(a,m) = 1.

But we still do not know how to determine the inverse when it exists. To do this we use a variant
of Euclid’s ged algorithm, called the extended Euclidean algorithm. Recall we had

Ti—2 = @i—1Ti—1 + 75
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with r,, = ged(rg,71). Now we unwind the above and write each r;, for ¢ > 2, in terms of a and b.
For example
ro =10 —q1m1 = a— @b

rg =11 —qara = b — qa(a — ¢1b) = —qaa + (1 + q1¢2)b

Ti—2 = S;_2a +t;_2b
Ti—1 = Si—1a +t;_1b
i =Ti—2 = ¢i—17T4-1

= a(si—2 — qi—15i—1) + b(ti—2 — gi—1ti—1)

Tm = Sma + tmb.
The extended Euclidean algorithm takes as input a and b and outputs 7,,, s, and t,, such that
rm = ged(a, b) = spma + tyb.

Hence, we can now solve our original problem of determining the inverse of a modulo N, when such
an inverse exists. We first apply the extended Euclidean algorithm to a and N so as to compute
d,x,y such that
d = ged(a, N) = za+ yN.

We can solve the equation ax = 1 (mod N), since we have d = za + yN = za (mod N). Hence,
we have a solution = a~!, precisely when d = 1.

As an example suppose we wish to compute the inverse of 7 modulo 19. We first set g = 7 and
r1 = 19 and then we compute

ro=5=19-2.7
rg =2=7-5=7—(19-2-7)=—-19+3-7
rg=1=5-2-2=(19-2-7)—-2-(-1943-7)=3-19-8-T.
Hence,
1=-8-7 (mod 19)
and so
771=-8=11 (mod 19).

3.2. Chinese Remainder Theorem (CRT). The Chinese Remainder Theorem, or CRT, is
also a very old piece of mathematics, which dates back at least 2000 years. We shall use the CRT
in a few places, for example to improve the performance of the decryption operation of RSA and
in a number of other protocols. In a nutshell the CRT states that if we have the two equations

x=a (mod N)andz =5b (mod M)

then there is a unique solution modulo M - N if and only if ged(V, M) = 1. In addition it gives a
method to easily find the solution. For example if the two equations are given by

r=4 (mod7),

x=3 (mod 5),
then we have

x =18 (mod 35).

It is easy to check that this is a solution, since 18 (mod 7) =4 and 18 (mod 5) = 3. But how did
we produce this solution?
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We shall first show how this can be done naively from first principles and then we shall give
the general method. We have the equations
x=4 (mod7)and x =3 (mod 5).

Hence for some u we have

r=4+4+Tuand r =3 (mod 5).
Putting these latter two equations into one gives,

447u=3 (mod 5).

We then rearrange the equation to find

2u=Tu=3—-4=4 (mod5).

Now since ged(2,5) = ged(7,5) = 1 we can solve the above equation for u. First we compute 27!
(mod 5) = 3, since 2-3 =6 =1 (mod 5). Then we compute the value of u =3 -4 (mod 5). Then
substituting this value of u back into our equation for x gives the solution

r=4+T7u=4+7-2=18.

The case of two equations is so important we now give a general formula. We assume that
ged(N, M) = 1, and that we are given the equations

x=a (mod M)andxz=0>b (mod N).
We first compute
T=M"1 (mod N)
which is possible since we have assumed ged (N, M) = 1. We then compute
u=(b—a)T (mod N).
The solution modulo M - N is then given by
x=a+uM.
To see this always works we compute

z (mod M)=a+uM (mod M)

x (mod N)=a+uM
=a+ (b—a)TM (mod N)

a+ (b—a)M M (mod N)
=a+(b—a) (mod N)
=0b.

Now we turn to the general case of the CRT where we consider more than two equations at
once. Let mq,...,m, be pairwise relatively prime and let a1, ..., a, be given. We want to find x
modulo M = mims - - - m, such that

x=a; (mod m;) for all i.

The Chinese Remainder Theorem guarantees a unique solution given by

T
Tr = ZaiMiyi (mod M)
=1
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where
M; = M /m,;,
Yi = Mi_1 (mod my).
As an example suppose we wish to find the unique x modulo
M=1001=7-11-13
such that

x=>5 (mod7),
x=3 (mod 11),
x =10 (mod 13).

We compute
My =143, y1 =75,
My = 91, Y2 = 47
Ms =77, y3=12.

Then, the solution is given by

T
T = ZaiMiyi (mod M)
i=1

—715-5+364-3+924-10 (mod 1001)
= 894.

3.3. Legendre and Jacobi Symbols. Let p denote a prime, greater than two. Consider the
mapping
F, — I,

Oé'—>Oé2.

This mapping is exactly two-to-one on the non-zero elements of F,,. So if an element x in ), has a
square root, then it has exactly two square roots (unless = 0) and exactly half of the elements of
[F; are squares. The set of squares in I}, are called the quadratic residues and they form a subgroup,
of order (p —1)/2 of the multiplicative group F;. The elements of I, which are not squares are
called the quadratic non-residues.

To make it easy to detect squares modulo p we define the Legendre symbol

(5)

This is defined to be equal to 0 if p divides a, it is equal to +1 if a is a quadratic residue and it is
equal to —1 if a is a quadratic non-residue.
It is easy to compute the Legendre symbol, for example via

(ﬁ) =a® /2 (mod p).
p

However, using the above formula turns out to be very inefficient. In practice one uses the law of
quadratic reciprocity

(1) <%) _ (%’) (—1)P-Da-D/4,



In other words we have

16 1. MODULAR ARITHMETIC, GROUPS, FINITE FIELDS AND PROBABILITY
p _
—(=) Ifp=¢g=3 (mod4),
q
<B> Otherwise

(3)-
p
q
Using this law with the following additional formulae gives rise to a recursive algorithm

(0)-(-2=)
=)-6)¢)

(4) <3> _ (1)1,

p
Assuming we can factor, we can now compute the Legendre symbol

<1_?> _ <1_37> . <1—57> by Equation (3)
_ <1_37> . <1_57> by Equation (1)

_ <§> . (%) by Equation (2)

= (1) - (=1)3 by Equation (4)
=1

In a moment we shall see a more efficient algorithm which does not require us to factor integers.

Computing square roots of elements in [, when the square root exists turns out to be an easy
task. Algorithm 1.2 gives one method, called Shanks’ Algorithm, of computing the square root of
a modulo p, when such a square root exists.

When p =3 (mod 4), instead of the above algorithm, we can use the following formulae

z = a4 (mod p),

which has the advantage of being deterministic and more efficient than the general method of
Shanks. That this formula works is because

22— gHD/2 _ -D/2 g <2> a—a
p

where the last equality holds since we have assumed that a is a quadratic residue modulo p and so
it has Legendre symbol equal to one.

The Legendre symbol above is only defined when its denominator is a prime, but there is a
generalization to composite denominators called the Jacobi symbol. Suppose n > 3 is odd and

€ € (%
n_p11p22 pk

< . )
n

(-GGG

then the Jacobi symbol
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Algorithm 1.2: Shanks’ algorithm for square roots modulo p

Choose a random n until one is found such that
n
5
p

Let e, q be integers such that ¢ is odd and p — 1 = 2%
y =n? (mod p)

r=e

z = ale=D/2 (mod p)

b= az? (mod p)

x = ax (mod p)

while b # 1 (mod p) do

Find the smallest m such that v*" =1 (mod p)
t=y” " (mod p)
y = t* (mod p)
r=m
x =zt (mod p)
b= by (mod p)
end
return z

The Jacobi symbol can be computed using a similar method to the Legendre symbol by making
use of the identity, derived from the law of quadratic reciprocity,

() (2] () o e

where a = 2°a1 and a7 is odd. We also require the identities, for n odd,

o
(%) _ (—1)2

This now gives us a fast algorithm, which does not require factoring of integers, to determine the
Jacobi symbol, and so the Legendre symbol in the case where the denominator is prime. The only
factoring required is that of extracting the even part of a number:

()= ()
(%)

=(-1)®=1.

Recall the Legendre symbol (%) tells us whether a is a square modulo p, for p a prime. Alas,

the Jacobi symbol (%) does not tell us the whole story about whether a is a square modulo n,
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when n is a composite. If a is a square modulo n then the Jacobi symbol will be equal to plus one,
however if the Jacobi symbol is equal to plus one then it is not always true that a is a square.
Let n > 3 be odd and let the set of squares in (Z/nZ)* be denoted

Qn={2? (modn):zx € (Z/nZ)*}.

Now let J,, denote the set of elements with Jacobi symbol equal to plus one, i.e.
Jp = {:1: € (Z/nZ)* - (9) - 1}.
n

The set of pseudo-squares is the difference J, \ Q.
There are two important cases for cryptography, either n is prime or n is the product of two
primes:

e 1 is a prime p.
o Qn=Jn.
o #Q,=(n—-1)/2.
e 1 is the product of two primes, n = p-q.
o (), C Jy.
® #Qn = #(Jn \ Qn) = (p - 1)((] - 1)/4'
The sets @, and J,, will be seen to be important in a number of algorithms and protocols, especially
in the case where n is a product of two primes.

Finally, we look at how to compute a square root modulo a composite number n = p-q. Suppose
we wish to compute the square root of a modulo n. We assume we know p and ¢, and that a really
is a square modulo n, which can be checked by demonstrating that

©)-()-

We first compute the square root of a modulo p, call this s,. Then we compute the square root
of a modulo ¢, call this s,. Finally to deduce the square root modulo n, we apply the Chinese
Remainder Theorem to the equations

Tr=3s mod p) and x = s mod q).
p (mod p) g ( q)

As an example suppose we wish to compute the square root of a = 217 modulo n = 221 = 13- 17.
Now the square root of @ modulo 13 and 17 is given by

s13 = 3 and s17 = &.
Applying the Chinese Remainder Theorem we find
s =42
and we can check that s really is a square root by computing
s =422 =217 (mod n).

There are three other square roots, since n has two prime factors. These other square roots are
obtained by applying the Chinese Remainder Theorem to the three other equations

s13 =10, s17 =38,
s13=3, s17=9,
s13 =10, s17 =9,

Hence, all four square roots of 217 modulo 221 are given by

42, 94, 127 and 179.
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4. Probability

At some points we will need a basic understanding of elementary probability theory. In this
section we summarize the theory we require and give a few examples. Most readers should find this
a revision of the type of probability encountered in high school.

A random wvariable is a variable X which takes certain values with given probabilities. If X
takes on the value s with probability 0.01 we write this as

p(X =s) = 0.01.

As an example, let T be the random variable representing tosses of a fair coin, we then have the
probabilities

p(T = Heads) =

9

N =N =

p(T = Tails) =

As another example let E¥ be the random variable representing letters in English text. An analysis
of a large amount of English text allows us to approximate the relevant probabilities by

p(E = a) = 0.082,
p(E =e)=0.127,

p(E = z) = 0.001.

Basically if X is a discrete random variable and p(X = z) is the probability distribution then we
have the two following properties:

p(X
> p(x

It is common to illustrate examples from probability theory using a standard deck of cards. We
shall do likewise and let V' denote the random variable that a card is a particular value, let S denote
the random variable that a card is a particular suit and let C' denote the random variable of the
colour of a card. So for example

v

z) =0,
1

z)

1
p(C = Red) = 5
1
= Ace of Cl =—
p(V ce of Clubs) 5o’
1
p(S = Clubs) = T

Let X and Y be two random variables, where p(X = x) is the probability that X takes the value
x and p(Y = y) is the probability that Y takes the value y. The joint probability p(X = z,Y = y)
is defined as the probability that X takes the value z and Y takes the value y. So if we let X =C
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and Y = S then we have
1
p(C = Red, S = Club) =0, p(C = Red, S = Diamonds) = T

p(C = Red, S = Hearts) = —, p(C = Red, S = Spades) = 0,

[N I T

p(C = Black, S = Club) = —,  p(C = Black, S = Diamonds) = 0,
1
p(C = Black, S = Hearts) = 0, p(C = Black, S = Spades) = T

Two random variables X and Y are said to be independent if, for all values of x and y,
pX =Y =y)=pX =z) p(Y =y).

Hence, the random variables C' and S are not independent. As an example of independent random
variables consider the two random variables, T} the value of the first toss of an unbiased coin and
T5 the value of a second toss of the coin. Since, assuming standard physical laws, the toss of the
first coin does not affect the outcome of the toss of the second coin, we say that T and T» are
independent. This is confirmed by the joint probability distribution

1
p(leH,TQIH):Z’ p(Tl:H’T2:T):

1
p(i =TT, =H)= n p(=TT,=T)=

4.1. Bayes’ Theorem. The conditional probability p(X = z|Y = y) of two random variables
X and Y is defined as the probability that X takes the value x given that Y takes the value y.
Returning to our random variables based on a pack of cards we have

p(S = Spades|C = Red) =0

and

1
p(V = Ace of Spades|C = Black) = %

The first follows since if we know a card is red, then the probability that it is a spade is zero, since
a red card cannot be a spade. The second follows since if we know a card is black then we have

restricted the set of cards in half, one of which is the ace of spades.
The following is one of the most crucial statements in probability theory

THEOREM 1.7 (Bayes’ Theorem). If p(Y =y) > 0 then
pX =) p(Y = ylX =)

p(X =]y =y) =

p(Y =y)
_p(X:g;Y:y)
p(Y =y)

We can apply Bayes’ Theorem to our examples above as follows

p(S = Spades, C' = Red)
p(C' = Red)

o)

p(S = Spades|C = Red) =
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p(V = Ace of Spades, C' = Black)

p(V = Ace of Spades|C = Black) =

p(C = Black)
1 /1\!
0
2 1
52 26

If X and Y are independent then we have
p(X =zlY =y) =p(X =1),
i.e. the value which X takes does not depend on the value that Y takes.

4.2. Birthday Paradox. Another useful result from elementary probability theory that we
require is the birthday paradox. Suppose a bag has m balls in it, all of different colours. We draw
one ball at a time from the bag and write down its colour, we then replace the ball in the bag and
draw again.

If we define

m™ =m-(m-=1)-(m—=2)---(m—n+1)
then the probability, after n balls have been taken out of the bag, that we have obtained at least
one matching colour (or coincidence) is
m™)

mn
As m becomes larger the expected number of balls we have to draw before we obtain the first
coincidence is

™m

5

To see why this is called the birthday paradox consider the probability of two people in a room
sharing the same birthday. Most people initially think that this probability should be quite low,
since they are thinking of the probability that someone in the room shares the same birthday as
them. One can now easily compute that the probability of at least two people in a room of 23
people having the same birthday is

— Germ ~ 0507,

In fact this probability increases quite quickly since in a room of 30 people we obtain a probability
of approximately 0.706, and in a room of 100 people we obtain a probability of over 0.9999996.

Chapter Summary

e A group is a set with an operation which has an identity, is associative and every element
has an inverse. Modular arithmetic, both addition and multiplication, provides examples
of groups. However, for multiplication we need to be careful which set of numbers we take
when defining a group with respect to modular multiplication.

e A ring is a set with two operations which behaves like the set of integers under addition
and multiplication. Modular arithmetic is an example of a ring.

e A field is a ring in which all non-zero elements have a multiplicative inverse. Integers
modulo a prime are examples of fields.
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Multiplicative inverses for modular arithmetic can be found using the extended Euclidean
algorithm.

Sets of simultaneous linear modular equations can be solved using the Chinese Remainder
Theorem.

Square elements modulo a prime can be detected using the Legendre symbol, square roots
can be efficiently computed using Shanks’ Algorithm.

Square elements and square roots modulo a composite can be determined efficiently as
long as one knows the factorization of the modulus.

e Bayes’ theorem allows us to compute conditional probabilities.
e The birthday paradox allows us to estimate how quickly collisions occur when one repeat-

edly samples from a finite space.

Further Reading

Bach and Shallit is the best introductory book I know which deals with Euclid’s algorithm

and finite fields. It contains a lot of historical information, plus excellent pointers to the relevant
research literature. Whilst aimed in some respects at Computer Scientists, Bach and Shallit’s book
may be a little too mathematical for some. For a more traditional introduction to the basic discrete
mathematics we shall need, at the level of a first year course in Computer Science, see the books
by Biggs or Rosen.

E. Bach and J. Shallit. Algorithmic Number Theory. Volume 1: Efficient Algorithms. MIT Press,

1996.

N.L. Biggs. Discrete Mathematics. Oxford University Press, 1989.

K.H. Rosen. Discrete Mathematics and its Applications. McGraw-Hill, 1999.



CHAPTER 2

Elliptic Curves

Chapter Goals

To describe what an elliptic curve is.

To explain the basic mathematics behind elliptic curve cryptography.

To show how projective coordinates can be used to improve computational efficiency.
To show how point compression can be used to improve communications efficiency.

1. Introduction

This chapter is devoted to introducing elliptic curves. Some of the more modern public key
systems make use of elliptic curves since they can offer improved efficiency and bandwidth. Since
much of this book can be read by understanding that an elliptic curve provides another finite
abelian group in which one can pose a discrete logarithm problem, you may decide to skip this
chapter on an initial reading.

Let K be any field. The projective plane P?(K) over K is defined as the set of triples

(X,Y,Z)
where X,Y,Z € K are not all simultaneously zero. On these triples is defined an equivalence
relation
(X,Y,2)= (XY, Z)
if there exists a A € K such that
X=)MX,Y=)\Y"and Z = \Z'.
So, for example, if K = 7, the finite field of seven elements, then the two points
(4,1,1) and (5,3, 3)

are equivalent. Such a triple is called a projective point.
An elliptic curve over K will be defined as the set of solutions in the projective plane P?(K) of
a homogeneous Weierstrass equation of the form

E:Y’Z+aXYZ+asYZ%= X3+ aX?Z +aXZ?+ agZ°,

with a1, a9,as,a4,ag € K. This equation is also referred to as the long Weierstrass form. Such a
curve should be non-singular in the sense that, if the equation is written in the form F(X,Y,Z) =0,
then the partial derivatives of the curve equation

OF/0X, OF/0Y and OF/0Z

should not vanish simultaneously at any point on the curve.

The set of K-rational points on F, i.e. the solutions in P?(K) to the above equation, is denoted
by E(K). Notice, that the curve has exactly one rational point with coordinate Z equal to zero,
namely (0,1,0). This is the point at infinity, which will be denoted by O.

23
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For convenience, we will most often use the affine version of the Weierstrass equation, given by
(5) E:Y? 4+ a1 XY +a3Y = X3+ a0 X? + a4 X + ag,

where a; € K.

The K-rational points in the affine case are the solutions to E in K2, plus the point at infinity
O. Although most protocols for elliptic curve based cryptography make use of the affine form of a
curve, it is often computationally important to be able to switch to projective coordinates. Luckily
this switch is easy:

e The point at infinity always maps to the point at infinity in either direction.

e To map a projective point (X,Y,Z) which is not at infinity, so Z # 0, to an affine point
we simply compute (X/Z,Y /7).

e To map an affine point (X,Y’), which is not at infinity, to a projective point we take a
random non-zero Z € K and compute (X - Z,Y - Z, 7).

As we shall see later it is often more convenient to use a slightly modified form of projective point
where the projective point (X,Y, Z) represents the affine point (X/Z2,Y/Z3).

Given an elliptic curve defined by Equation (5), it is useful to define the following constants for
use in later formulae:

by = a3 + 4ay,

by = ara3 + 2ay,

b = a?)) + 4ag,

bg = a%aﬁ + dagag — ajazay + agag — ai,

cy = b3 — 24by,

c6 = —b3 + 36baby — 216bg.
The discriminant of the curve is defined as

A = —b2bg — 8b3 — 272 + babybs.
When char K # 2,3 the discriminant can also be expressed as
A= (¢} —c2)/1728.

Notice that 1728 = 2633 so, if the characteristic is not equal to 2 or 3, dividing by this latter
quantity makes sense. A curve is then non-singular if and only if A # 0; from now on we shall
assume that A # 0 in all our discussions.

When A # 0, the j-invariant of the curve is defined as

Ji(E) = ci/A.
As an example, which we shall use throughout this chapter, we consider the elliptic curve
E:Y?=X%+X+3
defined over the field F;. Computing the various quantities above we find that we have
A =3 and j(F) =5.

The j-invariant is closely related to the notion of elliptic curve isomorphism. Two elliptic curves
defined by Weierstrass equations E (with variables X,Y) and E’ (with variables X', Y”) are iso-
morphic over K if and only if there exist constants r,s,t € K and u € K*, such that the change of
variables

X:u2X/—|—T, Y =3Y + su?X + ¢
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transforms F into E’. Such an isomorphism defines a bijection between the set of rational points
in F and the set of rational points in E’. Notice that isomorphism is defined relative to the field
K.

As an example consider again the elliptic curve
E:Y*=X>+X+3
over the field F7. Now make the change of variables defined by [u,r, s,t] = [2,3,4,5], i.e.
X=4X"+3andY =Y 4+ 2X’' +5.
We then obtain the isomorphic curve
E Y?+4X'Y' +3Y = XB + X' + 1,
and we have
J(E) = j(E') =5.

Curve isomorphism is an equivalence relation. The following lemma establishes the fact that,

over the algebraic closure K, the j-invariant characterizes the equivalence classes in this relation.

LEMMA 2.1. Two elliptic curves that are isomorphic over K have the same j-invariant. Con-
versely, two curves with the same j-invariant are isomorphic over K.

But curves with the same j-invariant may not necessarily be isomorphic over the ground field.
For example, consider the elliptic curve, also over F7,

E// . Y//Q — X//3 + 4X” + 4.

This has j-invariant equal to 5 so it is isomorphic to F, but it is not isomorphic over F7 since the
change of variable required is given by

X =3X"and Y = V6Y".

However, v6 ¢ F;. Hence, we say both E and E” are defined over F7, but they are isomorphic
over F72 = F7[\/€]

2. The Group Law

Assume, for the moment, that char K # 2,3, and consider the change of variables given by

xox_2
12’

aq b2 as
Y=Y -—(X-2=2)-=.
2( 19 2

This change of variables transforms the long Weierstrass form given in Equation (5) to the equation
of an isomorphic curve given in short Weierstrass form,

E:Y?=X3+aX +b,

for some a,b € K. One can then define a group law on an elliptic curve using the chord-tangent
process.

The chord process is defined as follows, see Fig. 1 for a diagrammatic description. Let P and
@ be two distinct points on E. The straight line joining P and ) must intersect the curve at one
further point, say R, since we are intersecting a line with a cubic curve. The point R will also be
defined over the same field of definition as the curve and the two points P and (). If we then reflect
R in the z-axis we obtain another point over the same field which we shall call P 4+ Q.

The tangent process is given diagrammatically in Fig. 2 or as follows. Let P denote a point on
the curve E. We take the tangent to the curve at P. Such a line must intersect F in at most one
other point, say R, as the elliptic curve E is defined by a cubic equation. Again we reflect R in
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FicUure 1. Adding two points on an elliptic curve

Y

the z-axis to obtain a point which we call [2]P = P + P. If the tangent to the point is vertical, it
‘intersects’ the curve at the point at infinity and P+ P = O, and P is said to be a point of order 2.

One can show that the chord-tangent process turns F into an abelian group with the point at
infinity O being the zero. The above definition can be easily extended to the long Weierstrass form
(and so to characteristic two and three). One simply changes the definition by replacing reflection
in the z-axis by reflection in the line

Y =a1 X + as.

In addition a little calculus will result in explicit algebraic formulae for the chord-tangent pro-
cess. This is necessary since drawing diagrams as above is not really allowed in a field of finite
characteristic. The algebraic formulae are summarized in the following lemma.

LEMMA 2.2. Let E denote an elliptic curve given by
E: Y24+ XY +a3Y = X° 4+ as X% 4+ as X + ag
and let Py = (x1,y1) and Py = (x2,y2) denote points on the curve. Then

—P = (z1,—y1 — a1 — as).

Set
\ = Y2 — 7
T9 — 1
_ T2 — Yol

T2 — I
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FIGURE 2. Doubling a point on an elliptic curve

>

Y

when x1 # x9, and set

_ 327 + 2a071 + a4 — a1
N 291 + a1x1 + as

—xz{’ + aqx1 + 206 — a3y
2y1 + a1r1 +as

A

when ©1 = xo and Py # —P;. If
Py = (x3,y3) = P1+ P2 # O
then x3 and ys3 are given by the formulae
23 =N+ )\ —as — 1 — 29,
ys = —(A+ay)zs — p — as.
The elliptic curve isomorphisms described earlier then become group isomorphisms as they
respect the group structure.

For a positive integer m we let [m] denote the multiplication-by-m map from the curve to itself.
This map takes a point P to

P+P+---+P

where we have m summands. This map is the basis of elliptic curve cryptography, since whilst it
is easy to compute, it is believed to be hard to invert, i.e. given P = (z,y) and [m]P = (2/,7/) it is
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hard to compute m. Of course this statement of hardness assumes a well-chosen elliptic curve etc.,
something we will return to later in the book.
We end this section with an example of the elliptic curve group law. Again we take our elliptic
curve
E:Y?=X4+X+3
over the field F7. It turns out there are six points on this curve given by
O, (4,1), (6,6), (5,0), (6,1) and (4,6).

These form a group with the group law being given by the following table, which is computed using
the addition formulae given above.

+ O (4,1) (6,6) (5,0) (6,1) (4,6)
o O (4,1) (6,6) (5,0) (6,1) (4,6)
(4,1) | (4,1) (6,6) (5,0) (6,1) (4,6) O
(6,6) | (6,6) (5,0) (6,1) (4,6) (4,1)
(5,0) | (5,0) (6,1) (4,6) (4,1) (6,6)
(6,1) | (6,1) (4,6) O (4,1) (6,6) (5,0)
(4,6) | (4,6) O (4,1) (6,6) (5,0) (6,1)
As an example of the multiplication-by-m map, if we let
P=(4,1)
then we have
2]P = (6,6),
BlP = (5,0),
[4]P = (6,1),
[5]P = (4,6),
[6]P =0

So we see in this example that F(F7) is a finite cyclic abelian group of order six generated by the
point P. For all elliptic curves over finite fields the group is always finite and it is also highly likely
to be cyclic (or ‘nearly’ cyclic).

3. Elliptic Curves over Finite Fields

Over a finite field F,, the number of rational points on a curve is finite, and its size will be
denoted by #E(IF,). The expected number of points on the curve is around ¢ + 1 and if we set

#E(Fg) =q+1—1

then the value t is called the trace of Frobenius at q.
A first approximation to the order of E(F,) is given by the following well-known theorem of
Hasse.

THEOREM 2.3 (H. Hasse, 1933). The trace of Frobenius satisfies
lt] < 2./q.

Consider our example of
E:Y?=X*4+X+3

then recall this has six points over the field F7, and so the associated trace of Frobenius is equal to
2, which is less than 2,/g = 2V/7 = 5.29.
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The ¢""-power Frobenius map, on an elliptic curve E defined over Fy, is given by

E(Fq) — E(F,)

o4 (m,y) — (29,99)
O — 0.

The map ¢ sends points on E to points on E, no matter what the field of definition of the point
is. In addition the map ¢ respects the group law in that

P(P+Q)=¢(P)+¢(Q).

In other words the map ¢ is a group endomorphism of E over Fq, referred to as the Frobenius
endomorphism.
The trace of Frobenius ¢ and the Frobenius endomorphism ¢ are linked by the equation

©* — [tle + [q] = [0].

Hence, for any point P = (z,y) on the curve, we have

(@, y7) — [t)(29, y7) + [g](z,y) = O,

where addition and subtraction denote curve operations.

There are two particular classes of curves which, under certain conditions, will prove to be
cryptographically weak:

e The curve E(F,) is said to be anomalous if its trace of Frobenius is one, giving #E(F,) = ¢.
These curves are weak when g = p, the field characteristic.

e The curve E(F,) is said to be supersingular if the characteristic p divides the trace of
Frobenius, t. Such curves are usually considered weak cryptographically and are usually
avoided. If ¢ = p then this means that E(F,) has p 4+ 1 points since we must have ¢ = 0.
For other finite fields the possible values of ¢ corresponding to supersingular elliptic curves
are given by, where g = pf,

e fodd: t =0, t? = 2¢ and t* = 3q.
o feven: t2=4q, t> =qifp=1 (mod 3) and t =0 if p # 1 (mod 4).

We will also need to choose a curve such that the group order #FE(IF,) is divisible by a large prime
number. This means we need to be able to compute the group order #E(F,), so as to check both
this and the above two conditions.

For any elliptic curve and any finite field the group order #E(F;) can be computed in polynomial
time. But this is usually done via a complicated algorithm that we cannot go into in this book.
Hence, you should just remember that computing the group order is easy. We shall see in a later
chapter, when considering algorithms to solve discrete logarithm problems, that knowing the group
order is important in understanding how secure a group is.

One of the advantages of elliptic curves is that there is a very large number of possible groups.
One can choose both the finite field and the coefficients of the curve. In addition finding elliptic
curves with the correct cryptographic properties to make them secure is relatively easy.

As was apparent from the earlier discussion, the cases char K = 2 3 often require separate
treatment. Practical implementations of elliptic curve cryptosystems are usually based on either
Fan, i.e. characteristic two, or I, for large primes p. Therefore, in the remainder of this chapter
we will focus on fields of characteristic two and p > 3, and will omit the separate treatment of the
case char K = 3. Most arguments, though, carry easily to characteristic three, with modifications
that are well documented in the literature.
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3.1. Curves over Fields of Characteristic p > 3. Assume that our finite field is given by
K =Ty, where ¢ = p" for a prime p > 3 and an integer n > 1. As mentioned, the curve equation
in this case can be simplified to the short Weierstrass form

E:Y?’=X3+aX +0.

The discriminant of the curve then reduces to A = —16(4a® + 27b?), and its j-invariant to j(FE) =
—1728(4a)3/A. The formulae for the group law in Lemma 2.2 also simplify to

—P1 = (z1,—y1),
and if
Py =(z3,y3) =P+ P, # O,
then x3 and y3 are given by the formulae
x3 = A\’ — 21 — 22,
y3 = (v1 — 23)\ — y1,

where if 1 # x5 we set

N = y2—y1’
T2 — 1
and if 1 = x9, y1 # 0 we set
\ 3%‘%-1-&'
2y

3.2. Curves over Fields of Characteristic Two. We now specialize to the case of finite
fields where ¢ = 2™ with n > 1. In this case, the expression for the j-invariant reduces to j(E) =
ai?/A. In characteristic two, the condition j(E) = 0, i.e. a; = 0, is equivalent to the curve being
supersingular. As mentioned earlier, this very special type of curve is avoided in cryptography. We
assume, therefore, that j(E) # 0.

Under these assumptions, a representative for each isomorphism class of elliptic curves over I,
is given by

(6) E:Y?+ XY = X34 axX? + ag,

where ag € Fy and ag € {0,7} with v a fixed element in F, such that Trys(v) = 1, where Try; is
the absolute trace

n—1
Tr2n|2(0é) = Z 0621.
i=0
The formulae for the group law in Lemma 2.2 then simplify to

_Pl = (371711/1 +.1‘1),

and if
Py = (z3,y3) = PL + P # O,

then z3 and y3 are given by the formulae
23 =N+ A+ az + 21 + 29,
ys = (A + Dzs + p
= (z1 +23)A + 73 + Y1,

where if 1 # x9 we set

Y2ty
Cmatm]
Y172 + Y21
N To + X1

A
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and if 1 = x9 # 0 we set

:x%+y1

)

A
I

_ .2
w=x.

4. Projective Coordinates

One of the problems with the above formulae for the group laws given in both large and even
characteristic is that at some stage they involve a division operation. Division in finite fields
is considered as an expensive operation, since it usually involves some variant of the extended
Fuclidean algorithm, which although of approximately the same complexity as multiplication can
usually not be implemented as efficiently.

To avoid these division operations one can use projective coordinates. Here one writes the
elliptic curve using three variables (X, Y, Z) instead of just (X,Y’). Instead of using the projective
representation given at the start of this chapter we instead use one where the curve is written as

E: Y24+ a XYZ+aYZ% = X3+ as X% Z% + ay X Z* + ag Z5.

The point at infinity is still denoted by (0, 1,0), but now the map from projective to affine coordi-
nates is given by

(X,Y,2)— (X/Z2,Y)Z3).
This choice of projective coordinates is made to provide a more efficient arithmetic operation.

4.1. Large Prime Characteristic. The formulae for point addition when our elliptic curve
is written as

V2 =X+ aXZ*+b2°
are now given by the law

(X3,Y3,Z3) = (X1, Y1, 21) + (X2,Y2, Z5)

where (X3,Ys, Z3) are derived from the formulae

A\ = X172, Ay = XoZ2,
A3 = A1 — A, M= Y173,

A5 = Yo 77, X6 = A1 — s,
A7 = A1+ Ao, g = Mg+ X5,
73 = Z1Z9)s, X3 =\ — A2\,

Xo = A2 —2X3, Vi = (Aohs — AsA3)/2.

Notice the avoidance of any division operation, bar division by 2 which can be easily accomplished
by multiplication of the precomputed value of 2= (mod p).
Doubling a point,

(X3,Y3, Z3) = [2)(X1, Y1, Z1),
can be accomplished using the formulae
M\ =3X? +aZl, Zy=2V17,
Ao = 4X Y7, X3 =M\ — 2\,
A3 = 8Y}4, Yy = A1(Ae — X3) — As.
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4.2. Even Characteristic. In even characteristic we write our elliptic curve in the form
Y?+ XYZ =X+ ay X?Z? + as Z°.

Point addition,
(X3,Y3,73) = (X1,Y1,21) + (X2,Y2, Z5)

is now accomplished using the recipe

M= X172, o = X073,

A3 = A1+ Ag, M =V173,

s =Yo7}, A6 = M+ As,

A7 = Z1)3, As = A Xo + A7Yo,
Z3 = A3, Ag = ¢ + Z3,

X3 =asZi + Xsho + A3, Y3 = AgX3+ Ag)2.
Doubling is then performed using

Zs = X\73, X3 = (X| +dgZ3)4,
AN=Zs+ X2 4+YZ), Y3=X{Z3+ )\X3,

where dg = Yag.

Notice how in both even and odd characteristic we have avoided a division operation.

5. Point Compression

In many cryptographic protocols we need to store or transmit an elliptic curve point. Using
affine coordinates this can be accomplished using two field elements, i.e. by transmitting = and
then y. However, one can do better using a technique called point compression.

Point compression works by the observation that for every z-coordinate on the curve there are at
most two corresponding y-coordinates. Hence, we can represent a point by storing the z-coordinate
along with a bit b to say which value of the y-coordinate we should take. All that remains to decide
is how to compute the bit b and how to reconstruct the y-coordinate given the z-coordinate and
the bit b.

5.1. Large Prime Characteristic. For elliptic curves over fields of large prime characteristic
we notice that if a € F; then the two square roots (3 of o have different parities, when represented
as integers in the range [1,...,p — 1]. This is because

—B=p—p0.

Hence, as the bit b we choose the parity of the y-coordinate.
Then, given (z,b), we can reconstruct y by computing

B=+Vxz*+ar+b (modp).

If the parity of § is equal to b we set y = (3, otherwise we set y = p — 3. If 3 = 0 then no matter
which value of b we have we set y = 0.
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5.2. Even Characteristic. In even characteristic we need to be slightly more clever. Suppose
we are given a point P = (z,y) on the elliptic curve
Y24+ XY = X3 4 as X + ag.
If y = 0 then we set b = 0, otherwise we compute
z=y/x
and let b denote the least significant bit of z. To recover y given (x,b), for x # 0, we set
a6
a=x+ a9 + 2
x
and let 8 denote a solution of
24+ z=a.

Then if the least significant bit of 3 is equal to b we set y = z3, otherwise we set y = z(5+1). To
see why this works notice that if (z,y) is a solution of

Y24+ XY = X2+ asX? + ag
then (z,y/z) and (z,1 + y/z) are the two solutions of

ae

2 —
2 +7=X+a+ g5

As an example consider the curve
E:Y?=X"+X+3
over the field 7. Then the points (4,1) and (4,6) which in bits we need to represent as
(06100, 06001) and (06100, 06110),
i.e. requiring six bits for each point, can be represented as
(06100, 0b1) and (06100, 060),

where we only use four bits for each point.
In larger, cryptographically interesting, examples the advantage becomes more pronounced.
For example consider the same curve over the field

p=1125899906 842679 = 2°° + 55

then the point
(1125899906 842675, 245 132 605 757 739)

can be represented by the integers
(1125899906 842675, 1).
So instead of requiring 102 bits we only require 52 bits.

Chapter Summary

e Elliptic curves over finite fields are another example of a finite abelian group. There are a
lot of such groups since we are free to choose both the curve and the field.

e For cryptography we need to be able to compute the number of elements in the group.
Although this is done using a complicated algorithm, it can be done in polynomial time.
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e One should usually avoid supersingular and anomalous curves in cryptographic applica-
tions.

e Efficient algorithms for the group law can be produced by using projective coordinates.
These algorithms avoid the need for costly division operations in the underlying finite field.

e To save bandwidth and space it is possible to efficiently compress elliptic curve points
(z,y) down to = and a single bit b. The uncompression can also be performed efficiently.

Further Reading

For those who wish to learn more about elliptic curves in general try the textbook by Silverman
(which is really aimed at mathematics graduate students). For those who are simply interested in
the cryptographic applications of elliptic curves and the associated algorithms and techniques see
the book by Blake, Seroussi and Smart.

LF. Blake, G. Seroussi and N.P. Smart. FElliptic Curves in Cryptography. Cambridge University
Press, 1999.

J.H. Silverman. The Arithmetic of Elliptic Curves. Springer-Verlag, 1985.



Part 2

Symmetric Encryption

Encryption of most data is accomplished using fast block and stream ciphers. These are ex-
amples of symmetric encryption algorithms. In addition all historical, i.e. pre-1960, ciphers are
symmetric in nature and share some design principles with modern ciphers.

The main drawback with symmetric ciphers is that they give rise to a problem of how to
distribute the secret keys between users, so we also address this issue.

We also discuss the properties and design of cryptographic hash functions and message authen-
tication codes. Both of which will form basic building blocks of other schemes and protocols within
this book.

In the following chapters we explain the theory and practice of modern symmetric ciphers, but
first we consider historical ciphers.






CHAPTER 3

Historical Ciphers

Chapter Goals

e To explain a number of historical ciphers, such as the Caesar cipher, substitution cipher.

e To show how these historical ciphers can be broken because they do not hide the underlying
statistics of the plaintext.

e To introduce the concepts of substitution and permutation as basic cipher components.

e To introduce a number of attack techniques, such as chosen plaintext attacks.

1. Introduction

An encryption algorithm, or cipher, is a means of transforming plaintext into ciphertext under
the control of a secret key. This process is called encryption or encipherment. We write

c = ep(m),
where

m is the plaintext,
e is the cipher function,
k is the secret key,
c is the ciphertext.

The reverse process is called decryption or decipherment, and we write
m = di(c).

Note, that the encryption and decryption algorithms e, d are public, the secrecy of m given ¢
depends totally on the secrecy of k.

The above process requires that each party needs access to the secret key. This needs to be
known to both sides, but needs to be kept secret. Encryption algorithms which have this property
are called symmetric cryptosystems or secret key cryptosystems. There is a form of cryptography
which uses two different types of key, one is publicly available and used for encryption whilst the
other is private and used for decryption. These latter types of cryptosystems are called asymmetric
cryptosystems or public key cryptosystems, to which we shall return in a later chapter.

Usually in cryptography the communicating parties are denoted by A and B. However, often
one uses the more user-friendly names of Alice and Bob. But you should not assume that the
parties are necessarily human, we could be describing a communication being carried out between
two autonomous machines. The eavesdropper, bad girl, adversary or attacker is usually given the
name BEve.

In this chapter we shall present some historical ciphers which were used in the pre-computer
age to encrypt data. We shall show that these ciphers are easy to break as soon as one understands
the statistics of the underlying language, in our case English. In Chapter 5 we shall study this
relationship between how easy the cipher is to break and the statistical distribution of the underlying
plaintext.

37
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TABLE 1. English letter frequencies

Letter Percentage | Letter Percentage
A 8.2 N 6.7
B 1.5 O 7.5
C 2.8 P 1.9
D 4.2 Q 0.1
E 12.7 R 6.0
F 2.2 S 6.3
G 2.0 T 9.0
H 6.1 U 2.8
1 7.0 A% 1.0
J 0.1 W 2.4
K 0.8 X 0.1
L 4.0 Y 2.0
M 2.4 Z 0.1

FIGURE 1. English letter frequencies
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The distribution of English letter frequencies is described in Table 1, or graphically in Fig. 1.
As one can see the most common letters are E and T. It often helps to know second order statistics
about the underlying language, such as which are the most common sequences of two or three
letters, called bigrams and trigrams. The most common bigrams in English are given by Table 2,
with the associated approximate percentages. The most common trigrams are, in decreasing order,

THE, ING, AND, HER, ERE, ENT, THA, NTH, WAS, ETH, FOR.

Armed with this information about English we are now able to examine and break a number of
historical ciphers.

TABLE 2. English bigram frequencies

Bigram Percentage | Bigram Percentage
TH 3.15 HE 2.51
AN 1.72 IN 1.69
ER 1.54 RE 1.48
ES 1.45 ON 1.45
EA 1.31 TI 1.28
AT 1.24 ST 1.21
EN 1.20 ND 1.18
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2. Shift Cipher

We first present one of the earliest ciphers, called the shift cipher. Encryption is performed by
replacing each letter by the letter a certain number of places on in the alphabet. So for example if
the key was three, then the plaintext A would be replaced by the ciphertext D, the letter B would
be replaced by E and so on. The plaintext word HELLO would be encrypted as the ciphertext
KHOOR. When this cipher is used with the key three, it is often called the Caesar cipher, although
in many books the name Caesar cipher is sometimes given to the shift cipher with any key. Strictly
this is not correct since we only have evidence that Julius Caesar used the cipher with the key
three.

There is a more mathematical explanation of the shift cipher which will be instructive for future
discussions. First we need to identify each letter of the alphabet with a number. It is usual to
identify the letter A with the number 0, the letter B with number 1, the letter C with the number
2 and so on until we identify the letter Z with the number 25. After we convert our plaintext
message into a sequence of numbers, the ciphertext in the shift cipher is obtained by adding to
each number the secret key &k modulo 26, where the key is a number in the range 0 to 25. In this
way we can interpret the shift cipher as a stream cipher, with key stream given by the repeating
sequence

This key stream is not very random, which results in it being easy to break the shift cipher. A
naive way of breaking the shift cipher is to simply try each of the possible keys in turn, until the
correct one is found. There are only 26 possible keys so the time for this exhaustive key search is
very small, particularly if it is easy to recognize the underlying plaintext when it is decrypted.

We shall show how to break the shift cipher by using the statistics of the underlying language.
Whilst this is not strictly necessary for breaking this cipher, later we shall see a cipher that is made
up of a number of shift ciphers applied in turn and then the following statistical technique will be
useful. Using a statistical technique on the shift cipher is also instructive as to how statistics of the
underlying plaintext can arise in the resulting ciphertext.

Take the following example ciphertext, which since it is public knowledge we represent in blue.
GB OR, BE ABG GB OR: GUNG VF GUR DHRFGVBA:

JURGURE 'GVF ABOYRE VA GUR ZVAQ GB FHSSRE

GUR FYVATF NAQ NEEBJF BS BHGENTRBHF SBEGHAR,

BE GB GNXR NEZF NTNVAFG N FRN BS GEBHOYRF,

NAQ OL BCCBFVAT RAQ GURZ? GB QVR: GB FYRRC;

AB ZBER; NAQ OL N FYRRC GB FNL JR RAQ

GUR URNEG-NPUR NAQ GUR GUBHFNAQ ANGHENY FUBPXF
GUNG SYRFU VF URVE GB, 'GVF N PBAFHZZNGVBA
QRIBHGYL GB OR JVFU’Q. GB QVR, GB FYRRC;

GB FYRRC: CREPUNAPR GB QERNZ: N, GURER’F GUR EHO;
SBE VA GUNG FYRRC BS QRNGU JUNG QERNZF ZNL PBZR
JURA JR UNIR FUHSSYRQ BSS GUVF ZBEGNY PBVY,

ZHFG TVIR HF CNHFR: GURER’F GUR ERFCRPG

GUNG ZNXRF PNYNZVGL BS FB YBAT YVSR;

One technique of breaking the previous sample ciphertext is to notice that the ciphertext still
retains details about the word lengths of the underlying plaintext. For example the ciphertext
letter N appears as a single letter word. Since the only single letter words in English are A and 1
we can conclude that the key is either 13, since N is thirteen letters on from A in the alphabet,
or the key is equal to 5, since N is five letters on from I in the alphabet. Hence, the moral here
is to always remove word breaks from the underlying plaintext before encrypting using the shift
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cipher. But even if we ignore this information about the words we can still break this cipher using
frequency analysis.

We compute the frequencies of the letters in the ciphertext and compare them with the fre-
quencies obtained from English which we saw in Fig. 1. We present the two bar graphs one above
each other in Fig. 2 so you can see that one graph looks almost like a shift of the other graph.
The statistics obtained from the sample ciphertext are given in blue, whilst the statistics obtained
from the underlying plaintext language are given in red. Note, we do not compute the red statistics
from the actual plaintext since we do not know this yet, we only make use of the knowledge of the
underlying language.

Ficure 2. Comparison of plaintext and ciphertext frequencies for the shift cipher example
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By comparing the two bar graphs in Fig. 2 we can see by how much we think the blue graph
has been shifted compared with the red graph. By examining where we think the plaintext letter
E may have been shifted, one can hazard a guess that it is shifted by one of

2,9,13 or 23.

Then by trying to deduce by how much the plaintext letter A has been shifted we can guess that
it has been shifted by one of
1,6,13 or 17.

The only shift value which is consistent appears to be the value 13, and we conclude that this is
the most likely key value. We can now decrypt the ciphertext, using this key. This reveals, that
the underlying plaintext is:

To be, or not to be: that is the question:

Whether ’tis nobler in the mind to suffer

The slings and arrows of outrageous fortune,

Or to take arms against a sea of troubles,

And by opposing end them? To die: to sleep;

No more; and by a sleep to say we end

The heart-ache and the thousand natural shocks

That flesh is heir to, ’tis a consummation

Devoutly to be wish’d. To die, to sleep;

To sleep: perchance to dream: ay, there’s the rub;

For in that sleep of death what dreams may come
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When we have shuffled off this mortal coil,
Must give us pause: there’s the respect
That makes calamity of so long life;
The above text is obviously taken from Hamlet by William Shakespeare.

3. Substitution Cipher

The main problem with the shift cipher is that the number of keys is too small, we only have
26 possible keys. To increase the number of keys a substitution cipher was invented. To write down
a key for the substitution cipher we first write down the alphabet, and then a permutation of the
alphabet directly below it. This mapping gives the substitution we make between the plaintext
and the ciphertext
Plaintext alphabet ABCDEFGHIJKLMNOPQRSTUVWXYZ
Ciphertext alphabet GOYDSIPELUAVCRJWXZNHBQFTMK

Encryption involves replacing each letter in the top row by its value in the bottom row. Decryption
involves first looking for the letter in the bottom row and then seeing which letter in the top row
maps to it. Hence, the plaintext word HELLO would encrypt to the ciphertext ESVVJ if we used
the substitution given above.

The number of possible keys is equal to the total number of permutations on 26 letters, namely
the size of the group Seg, which is

26! =~ 4.03 - 10?6 ~ 288,

Since, as a rule of thumb, it is feasible to only run a computer on a problem which takes under 259

steps we can deduce that this large key space is far too large to enable a brute force search even
using a modern computer. Still we can break substitution ciphers using statistics of the underlying
plaintext language, just as we did for the shift cipher.

Whilst the shift cipher can be considered as a stream cipher since the ciphertext is obtained
from the plaintext by combining it with a keystream, the substitution cipher operates much more
like a modern block cipher, with a block length of one English letter. A ciphertext block is obtained
from a plaintext block by applying some (admittedly simple) key dependent algorithm.

Substitution ciphers are the types of ciphers commonly encountered in puzzle books, they have
an interesting history and have occurred in literature. See for example the Sherlock Holmes story
The Adventure of the Dancing Men by Arthur Conan—Doyle. The plot of this story rests on a
substitution cipher where the ciphertext characters are taken from an alphabet of ‘stick men’ in
various positions. The method of breaking the cipher as described by Holmes to Watson in this
story is precisely the method we shall adopt below.

We give a detailed example, which we make slightly easier by keeping in the ciphertext details
about the underlying word spacing used in the plaintext. This is only for ease of exposition, the
techniques we describe can still be used if we ignore these word spacings, although more care and
thought is required.

Consider the ciphertext

XSO MJIWXVL JODIVA STW VAO VY OZJVCO’W LTJDOWX KVAKOAXJTXIVAW VY
SIDS XOKSAVLVDQ IAGZWXJQ. KVUCZXOJW, KVUUZAIKTXIVAW TAG UIKJVOLOKXJ-
VAIKW TJO HOLL JOCJOWOAXOG, TLVADWIGO GIDIXTL UOGIT, KVUCZXOJ DTUOW
TAG OLOKXJVAIK KVUUOJKO. TW HOLL TW SVWXIAD UTAQ JOWOTJKS TAG
CJVGZKX GONOLVCUOAX KOAXJOW VY UTPVJ DLVMTL KVUCTAIOW, XSO JO-
DIVA STW T JTCIGLQ DJVHIAD AZUMOJ VY TAAVNTXINO AOH KVUCTAIOW. XSO
KVUCZX0OJ WKIOAKO GOCTJXUOAX STW KLVWO JOLTXIVAWSICW HIXS UTAQ
VY XSOWO VJDTAIWTXIVAW NIT KVLLTMVJTXINO CJVPOKXW, WXTYY WOK-
VAGUOAXW TAG NIWIXIAD TAGZWXJITL WXTYY. IX STW JOKOAXLQ IAXJVGZKOG
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WONOJTL UOKSTAIWUW YVJ GONOLVCIAD TAG WZCCVJXIAD OAXJOCJOAOZJITL
WXZGOAXW TAG WXTYY, TAG TIUW XV CLTQ T WIDAIYIKTAX JVLO IA XSO
GONOLVCUOAX VY SIDS-XOKSAVLVDQ IAGZWXJQ IA XSO JODIVA.

XSO GOCTJXUOAX STW T LTJDO CJVDJTUUO VY JOWOTJKS WZCCVJXOG MQ
TAGZWXJQ, XSO OZJVCOTA ZAIVA, TAG ZE DVNOJAUOAX JOWOTJKS OWXTMLIW-
SUOAXW TAG CZMLIK KVJCVJTXIVAW. T EOQ OLOUOAX VY XSIW IW XSO WXJ-
VAD LIAEW XSTX XSO GOCTJXUOAX STW HIXS XSO KVUCZXO0J, KVUUZAIKTXIVAW,
UIKJVOLOKXJVAIKW TAG UOGIT IAGZWXJIOW IA XSO MJIWXVL JODIVA . XSO TKT-
GOUIK JOWOTJKS CJVDJTUUO IW VIDTAIWOG IAXV WONOA DJVZCW, LTADZTDOW
TAG TJKSIXOKXZJO, GIDIXTL UOGIT, UVMILO TAG HOTJTMLO KVUCZXIAD, UTK-
SIAO LOTJAIAD, RZTAXZU KVUCZXIAD, WQWXOU NOJIYIKTXIVA, TAG KJQCXVD-
JTCSQ TAG TAYVJUTXIVA WOKZJIXQ.

We can compute the following frequencies for single letters in the above ciphertext:

Letter Freq | Letter Freq | Letter Freq
A 8.6995 B 0.0000 C 3.0493
D 3.1390 E 0.2690 F 0.0000
G 3.6771 H 0.6278 I 7.8923
J 7.0852 K 4.6636 L 3.5874
M  0.8968 N 1.0762 O 11.479
P 0.1793 Q 1.3452 R 0.0896
S 3.5874 T 8.0717 U 4.1255
A% 7.2645| W  6.6367 X 8.0717
Y 1.6143 Z 2.7802

In addition we determine that the most common bigrams in this piece of ciphertext are
TA, AX, TA, VA, WX, XS, AG, OA, JO, JV,
whilst the most common trigrams are
OAX, TAG, IVA, XSO, KVU, TXI, UOA, AXS.

Since the ciphertext letter O occurs with the greatest frequency, namely 11.479, we can guess
that the ciphertext letter O corresponds to the plaintext letter E. We now look at what this means
for two of the common trigrams found in the ciphertext

e The ciphertext trigram OAX corresponds to E * *.
e The ciphertext trigram XSO corresponds to * * E.

We examine similar common similar trigrams in English, which start or end with the letter E. We
find that three common ones are given by ENT, ETH and THE. Since the two trigrams we wish
to match have one starting with the same letter as the other finishes with, we can conclude that it
is highly likely that we have the correspondence

e X =T,
e S=H,
e A=N.

Even after this small piece of analysis we find that it is much easier to understand what the
underlying plaintext should be. If we focus on the first two sentences of the ciphertext we are
trying to break, and we change the letters which we think we have found the correct mappings for,
then we obtain:

THE MJIWTVL JEDIVN HTW VNE VY EZJVCE’'W LTJDEWT
KVNKENTJTTIV NW VY HIDH TEKHNVLVDQ INGZWTJQ.
KVUCZTEJW, KVUUZNIKTTIVNW TNG UIKJVELEKTJVNIKW
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TJE HELL JECJEWENTEG, TLVNDWIGE GIDITTL UEGIT,
KVUCZTEJ DTUEW TNG ELEKTJVNIK KVUUEJKE.
Recall, this was after the four substitutions

O=EX=T,S=H,A=N.
We now cheat and use the fact that we have retained the word sizes in the ciphertext. We see that
since the letter T occurs as a single ciphertext letter we must have

T=TorT=A.

The ciphertext letter T occurs with a probability of 8.0717, which is the highest probability left,
hence we are far more likely to have
T = A.
We have already considered the most popular trigram in the ciphertext so turning our attention
to the next most popular trigram we see that it is equal to TAG which we suspect corresponds to
the plaintext AN*. Therefore it is highly likely that G = D, since AND is a popular trigram in
English.
Our partially decrypted ciphertext is now equal to
THE MJIWTVL JEDIVN HAW VNE VY EZJVCE'W LAJDEWT
KVNKENTJATIV NW VY HIDH TEKHNVLVDQ INDZWTJQ.
KVUCZTEJW, KVUUZNIKATIVNW AND UIKJVELEKTJVNIKW
AJE HELL JECJEWENTED, ALVNDWIDE DIDITAL UEDIA,
KVUCZTEJ DAUEW AND ELEKTJVNIK KVUUEJKE.
This was after the six substitutions
O=EX=T,S=H,
A=NT=A G=D.
We now look at two-letter words which occur in the ciphertext:

o IX
This corresponds to the plaintext *T. Therefore the ciphertext letter I must be one of the
plaintext letters A or I, since the only two-letter words in English ending in T are AT and
IT. We already have worked out what the plaintext character A corresponds to, hence we
must have I = 1.

o XV
This corresponds to the plaintext T*. Hence, we must have V = O.

o VY
This corresponds to the plaintext O*. Hence, the ciphertext letter Y must correspond
to one of F, N or R. We already know the ciphertext letter corresponding to N. In the
ciphertext the probability of Y occurring is 1.6, but in English we expect F to occur with
probability 2.2 and R to occur with probability 6.0. Hence, it is more likely that Y = F.

o [W
This corresponds to the plaintext I*. Therefore, the plaintext character W must be one
of F, N, S and T. We already have F, N, T, hence W = S.

All these deductions leave the partial ciphertext as

THE MJISTOL JEDION HAS ONE OF EZJOCE’S LAJDEST
KONKENTJATIONS OF HIDH TEKHNOLODQ INDZSTJQ.
KOUCZTEJS, KOUUZNIKATIONS AND UIKJOELEKTJONIKS AJE
HELL JECJESENTED, ALONDSIDE DIDITAL UEDIA,
KOUCZTEJ DAUES AND ELEKTJONIK KOUUEJKE.

This was after the ten substitutions
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Even with half the ciphertext letters determined it is now quite easy to understand the underlying
plaintext, taken from the website of the University of Bristol Computer Science Department. We
leave it to the reader to determine the final substitutions and recover the plaintext completely.

4. Vigenere Cipher

The problem with the shift cipher and the substitution cipher was that each plaintext letter
always encrypted to the same ciphertext letter. Hence underlying statistics of the language could be
used to break the cipher. For example it was easy to determine which ciphertext letter corresponded
to the plaintext letter E. From the early 1800s onwards, cipher designers tried to break this link
between the plaintext and ciphertext.

The substitution cipher we used above was a mono-alphabetic substitution cipher, in that only
one alphabet substitution was used to encrypt the whole alphabet. One way to solve our problem is
to take a number of substitution alphabets and then encrypt each letter with a different alphabet.
Such a system is called a polyalphabetic substitution cipher.

For example we could take

Plaintext alphabet ABCDEFGHIJKLMNOPQRSTUVWXYZ
Ciphertext alphabet one TMKGOYDSIPELUAVCRJWXZNHBQF
Ciphertext alphabet two DCBAHGFEMLKJIZYXWVUTSRQPON

Then the plaintext letters in an odd position we encrypt using the first ciphertext alphabet, whilst
the plaintext letters in even positions we encrypt using the second alphabet. For example the
plaintext word HELLO, using the above alphabets would encrypt to SHLJV. Notice that the two
occurrences of L in the plaintext encrypt to two different ciphertext characters. Thus we have
made it harder to use the underlying statistics of the language. If one now does a naive frequency
analysis we no longer get a common ciphertext letter corresponding to the plaintext letter E.

We essentially are encrypting the message two letters at a time, hence we have a block cipher
with block length two English characters. In real life one may wish to use around five rather than
just two alphabets and the resulting key becomes very large indeed. With five alphabets the total
key space is

(26!)5 ~ 24417
but the user only needs to remember the key which is a sequence of
26 -5 =130

letters. However, just to make life hard for the attacker, the number of alphabets in use should
also be hidden from his view and form part of the key. But for the average user in the early 1800s
this was far too unwieldy a system, since the key was too hard to remember.

Despite its shortcomings the most famous cipher during the 19th-century was based on precisely
this principle. The Vigeneére cipher, invented in 1533 by Giovan Batista Belaso, was a variant on
the above theme, but the key was easy to remember. When looked at in one way the Vigenere
cipher is a polyalphabetic block cipher, but when looked at in another, it is a stream cipher which
is a natural generalization of the shift cipher.

The description of the Vigenere cipher as a block cipher takes the description of the polyal-
phabetic cipher above but restricts the possible plaintext alphabets to one of the 26 possible cyclic
shifts of the standard alphabet. Suppose five alphabets were used, this reduces the key space down
to

26° ~ 2%
and the size of the key to be remembered as a sequence of five numbers between 0 and 25.

However, the description of the Vigenere cipher as a stream cipher is much more natural. Just
like the shift cipher, the Vigenere cipher again identifies letters with the numbers 0,...,25. The
secret key is a short sequence of letters (e.g. a word) which is repeated again and again to form



4. VIGENERE CIPHER 45

a keystream. Encryption involves adding the plaintext letter to a key letter. Thus if the key is
SESAME, encryption works as follows,

THISISATESTMESSAGE
SESAMESESAMESESAME
LLASUWSXWSFQWWKASTI

Again we notice that A will encrypt to a different letter depending on where it appears in the
message.

But the Vigenere cipher is still easy to break using the underlying statistics of English. Once
we have found the length of the keyword, breaking the ciphertext is the same as breaking the shift
cipher a number of times.

As an example, suppose the ciphertext is given by

UTPDHUG NYH USVKCG MVCE FXL KQIB. WX RKU GI TZN, RLS BBHZLXMSNP
KDKS; CEB IH HKEW IBA, YYM SBR PFR SBS, JV UPL O UVADGR HRRWXF. JV ZTVOOV
YH ZCQU Y UKWGEB, PL UQFB P FOUKCG, TBF RQ VHCF R KPG, OU KFT ZCQU MAW
QKKW ZGSY, FP PGM QKFTK UQFB DER EZRN, MCYE, MG UCTFSVA, WP KFT ZCQU
MAW KQIJS. LCOV NTHDNV JPNUJVB IH GGV RWX ONKCGTHKFL XG VKD, ZJM VG
CCIMVGD JPNUJ, RLS EWVKJT ASGUCS MVGD; DDK VG NYH PWUV CCHITY RD DBQN
RWTH PFRWBBI VITK VCGNTGSF FL TAWU XJDUS, HFP VHCF, RR LAWEY QDFS
RVMEES FZB CHH JRTT MVGZP UBZN FD ATIIYRTK WP KFT HIVJCI; TBF BLDPWPX
RWTH ULAW TG VYCHX KQLJS US DCGCW OPPUPR, VG KFDNUJK GI JIKKC PL KGCJ
TAOV KFTR GJFSAW KTZLZES WG RWXWT VWTL WP XPXGG, CJ FPOS VYC BTZCUW
XG ZGJQ PMHTRAIBJG WMGFG. JZQ DPB JVYGM ZCLEWXR: CEB TAOV NYH JIKKC
TGCWXF UHF JZK.

WX VCU LD YITKFTK WPKCGVCWIQT PWVY QEBFKKQ, QNH NZTTW IRFL TAS
VFRPE ODJRXGSPTC EKWPTGEES, GMCG
TTVVPLTFFJ; YCW WV NYH TZYRWH LOKU MU AWO, KFPM VG BLTP VQN RD DSGG
AWKWUKKPL KGCJ, XY OPP KPG ONZTT ICUJCHLSF KFT DBQNJTWUG. DYN MVCK
ZT MFWCW HTWF FD JL, OPU YAE CH LQ! PGR UF, YH MWPP RXF CDJCGOSF, XMS
UZGJQ JL, SXVPN HBG!

There is a way of finding the length of the keyword, which is repeated to form the keystream,
called the Kasiski test. First we need to look for repeated sequences of characters. Recall that
English has a large repetition of certain bigrams or trigrams and over a long enough string of text
these are likely to match up to the same two or three letters in the key every so often. By examining
the distance between two repeated sequences we can guess the length of the keyword. Each of these
distances should be a multiple of the keyword, hence taking the greatest common divisor of all
distances between the repeated sequences should give a good guess as to the keyword length.

Let us examine the above ciphertext and look for the bigram WX. The gaps between some of
the occurrences of this bigram are 9, 21, 66 and 30, some of which may have occurred by chance,
whilst some may reveal information about the length of the keyword. We now take the relevant
greatest common divisors to find,

ged(30,66) = 6,
ged(3,9) = ged(9,66) = ged (9, 30) = ged(21,66) = 3.

We are unlikely to have a keyword of length three so we conclude that the gaps of 9 and 21 occurred
purely by chance. Hence, our best guess for the keyword is that it is of length 6.

Now we take every sixth letter and look at the statistics just as we did for a shift cipher to
deduce the first letter of the keyword. We can now see the advantage of using the histograms to
break the shift cipher earlier. If we used the naive method and tried each of the 26 keys in turn we
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could still not detect which key is correct, since every sixth letter of an English sentence does not
produce an English sentence. Using our earlier histogram based method is more efficient in this
case.

FiGURE 3. Comparison of plaintext and ciphertext frequencies for every sixth letter
of the Vigenere example, starting with the first letter
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FI1GURE 4. Comparison of plaintext and ciphertext frequencies for every sixth letter
of the Vigenere example, starting with the second letter
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The relevant bar charts for every sixth letter starting with the first are given in Fig. 3. We look
for the possible locations of the three peaks corresponding to the plaintext letters A, E and T. We
see that this sequence seems to be shifted by two positions in the blue graph compared with the
red graph. Hence we can conclude that the first letter of the keyword is C, since C corresponds to
a shift of two.

We perform a similar step for every sixth letter, starting with the second one. The resulting
bar graphs are given in Fig. 4. Using the same technique we find that the blue graph appears to
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have been shifted along by 17 spaces, which corresponds to the second letter of the keyword being
equal to R.

Continuing in a similar way for the remaining four letters of the keyword we find the keyword

is
CRYPTO.
The underlying plaintext is then found to be:

Scrooge was better than his word. He did it all, and infinitely more; and to Tiny Tim, who did
not die, he was a second father. He became as good a friend, as good a master, and as good a man,
as the good old city knew, or any other good old city, town, or borough, in the good old world.
Some people laughed to see the alteration in him, but he let them laugh, and little heeded them:;
for he was wise enough to know that nothing ever happened on this globe, for good, at which some
people did not have their fill of laughter in the outset; and knowing that such as these would be
blind anyway, he thought it quite as well that they should wrinkle up their eyes in grins, as have
the malady in less attractive forms. His own heart laughed: and that was quite enough for him.

He had no further intercourse with Spirits, but lived upon the Total Abstinence Principle, ever
afterwards; and it was always said of him, that he knew how to keep Christmas well, if any man
alive possessed the knowledge. May that be truly said of us, and all of us! And so, as Tiny Tim
observed, God bless Us, Every One!

The above text is taken from A Christmas Carol by Charles Dickens.

5. A Permutation Cipher

The ideas behind substitution type ciphers forms part of the design of modern symmetric
systems. For example later we shall see that both DES and Rijndael make use of a component
called an S-Box, which is simply a substitution. The other component that is used in modern
symmetric ciphers is based on permutations.

Permutation ciphers have been around for a number of centuries. Here we shall describe the
simplest, which is particularly easy to break. We first fix a permutation group 5,, and a permutation

o€ S,.
It is the value of ¢ which will be the secret key. As an example suppose we take

1 2 3 45
:<2 41 3 5)2(1243)655.
Now take some plaintext, say
Once upon a time there was a little girl called snow white.
We break the text into chunks of 5 letters
onceu ponat imeth erewa salit tlegi rlcal ledsn owwhi te.

We first pad the message, with some random letters, so that we have a multiple of five letters in
each chunk.

onceu ponat imeth erewa salit tlegi rlcal ledsn owwhi teahb.

Then we take each five-letter chunk in turn and swap the letters around according to our secret
permutation 0. With our example we obtain

coenu npaot eitmh eewra lsiat etgli crall dlsdn wohwi atheb.
We then remove the spaces, so as to hide the value of n, producing the ciphertext
coenunpaoteitmheewralsiatetglicralldlsdnwohwiatheb.

However, breaking a permutation cipher is easy with a chosen plaintext attack, assuming the group
of permutations used (i.e. the value of n) is reasonably small. To attack this cipher we mount a
chosen plaintext attack, and ask one of the parties to encrypt the message
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abcdefghijklmnopqrstuvwxyz,
to obtain the ciphertext

cadbehfigimknlorpsqtwuxvyz.
We can then deduce that the permutation looks something like

123456 78 9 10 11 12 13 14 15 ...
24135 79 6 8 10 12 14 11 13 15

We see that the sequence repeats (modulo 5) after every five steps and so the value of n is prob-
ably equal to five. We can recover the key by simply taking the first five columns of the above
permutation.

Chapter Summary

e Many early ciphers can be broken because they do not successfully hide the underlying
statistics of the language.

e Important principles behind early ciphers are those of substitution and permutation.

e Ciphers can either work on blocks of characters via some keyed algorithm or simply consist
of adding some keystream to each plaintext character.

e Ciphers which aimed to get around these early problems often turned out to be weaker
than expected, either due to some design flaw or due to bad key management practices
adopted by operators.

Further Reading

The best book on the history of ciphers is that by Kahn. Kahn’s book is a weighty tome so those
wishing a more rapid introduction should consult the book by Singh. The book by Churchhouse
also gives an overview of a number of historical ciphers.

R. Churchhouse. Codes and Ciphers. Julius Caesar, the Enigma and the Internet. Cambridge
University Press, 2001.

D. Kahn. The Codebreakers: The Comprehensive History of Secret Communication from Ancient
Times to the Internet. Scribner, 1996.

S. Singh. The Codebook: The Evolution of Secrecy from Mary, Queen of Scots to Quantum Cryp-
tography. Doubleday, 2000.



CHAPTER 4

The Enigma Machine

Chapter Goals

e To explain the working of the Enigma machine.

e To explain how the Germans used the Enigma machine, in particular how session keys
were transmitted from the sender to the reciever.

e To explain how this enabled Polish and later British cryptanalysts to read the German
traffic.

e To explain the use of the Bombe in mounting known plaintext attacks.

1. Introduction

With the advent of the 1920s people saw the need for a mechanical encryption device. Taking
a substitution cipher and then rotating it became seen as the ideal solution. This idea had actually
been used previously in a number of manual ciphers, but using machines it was seen how this could
be done more efficiently. The rotors could be implemented using wires and then encryption could
be done mechanically using an electrical circuit. By rotating the rotor we obtain a new substitution
cipher.

As an example, suppose the rotor used to produce the substitutions is given by

ABCDEFGHIJKLMNOPQRSTUVWXYZ
TMKGOYDSIPELUAVCRJWXZNHBQF

To encrypt the first letter we use the substitutions given by

ABCDEFGHIJKLMNOPQRSTUVWXYZ
TMKGOYDSIPELUAVCRJWXZNHBQF

However, to encrypt the second letter we rotate the rotor by one position and use the substitutions

ABCDEFGHIJKLMNOPQRSTUVWXYZ
MKGOYDSIPELUAVCRJWXZNHBQFT

To encrypt the third letter we use the substitutions

ABCDEFGHIJKLMNOPQRSTUVWXYZ
KGOYDSIPELUAVCRJIJWXZNHBQFTM

and so on. This gives us a polyalphabetic substitution cipher with 26 alphabets.

The most famous of these machines was the Enigma machine used by the Germans in World
War II. We shall describe the most simple version of Enigma which only used three such rotors,
chosen from the following set of five.

ABCDEFGHIJKLMNOPQRSTUVWXYZ
EKMFLGDQVZNTOWYHXUSPAIBRCJ
AJDKSIRUXBLHWTMCQGZNPYFVOE
BDFHJLCPRTXVZNYEIWGAKMUSQO
ESOVPZJAYQUIRHXLNFTGKDCMWB

49
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VZBRGITYUPSDNHLXAWMJQOFECK

Machines in use towards the end of the war had a larger number of rotors, chosen from a larger
set. Note, the order of the rotors in the machine is important, so the number of ways of choosing
the rotors is

5-4-3=060.

Each rotor had an initial starting position, and since there are 26 possible starting positions
for each rotor, the total number of possible starting positions is 263 = 17 576.

The first rotor would step on the second rotor on each full iteration under the control of a ring
hitting a notch, likewise the stepping of the third rotor was controlled by the second rotor. Both
the rings were movable and their positions again formed part of the key, although only the notch
and ring positions for the first two rotors were important. Hence, the number of ring positions was
262 = 676. The second rotor also had a kick associated to it making the cycle length of the three
rotors equal to

26 - 25 - 26 = 16 900.

The effect of the moving rotors was that a given plaintext letter would encrypt to a different
ciphertext letter on each press of the keyboard.
Finally, a plug board was used to swap letters twice in each encryption and decryption operation.
This increased the complexity and gave another possible 10'* keys.
The rotors used, their order, their starting positions, the ring positions and the plug board
settings all made up the secret key. Hence, the total number of keys was then around 27°.
To make sure encryption and decryption were the same operation a reflector was used. This
was a fixed public substitution given by
ABCDEFGHIJKLMNOPQRSTUVWXYZ
YRUHQSLDPXNGOKMIEBFZCWVJAT
The operation of a simplified Enigma machine is described in Fig. 1. By tracing the red lines
one can see how the plaintext character A encrypts to the ciphertext character D. Notice that
encryption and decryption can be performed by the machine being in the same positions. Now
assume that rotor one moves on one step, so A now maps to D under rotor one, B to A, C to C
and D to B. You should work out what happens with the example when we encrypt A again.

FIGURE 1. Simplified Enigma machine

Three rotors

Lamps Keyboard Plugs 1 2 3 Reflector

A A -

B B ]
C C -

D D - I — ]

In the rest of this chapter we present more details on the Enigma machine and some of the
attacks which can be performed on it. However before presenting the machine itself we need to
fix some notation which will be used throughout this chapter. In particular lower case letters will
denote variables, upper case letters will denote “letters” (of the plaintext/ciphertext languages)
and greek letters will denote permutations in Sog which we shall represent as permutations on the
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upper case letters. Hence x can equal X and Y, but X can only ever represent X, whereas x could
represent (XY') or (ABC).

Permutations will usually be given in cycle notation. One always has to make a choice as to
whether we multiply permutations from left to right, or right to left. We decide to use the left to
right method, hence

(ABCD)(BE)(CD) = (AEBD,).
Permutations hence act on the right of letters, something we will denote by x7, e.g.
AABCD)(XY) _ g

This is consistent with the usual notation of right action for groups acting on sets. See Appendix
A for more details about permutations.

We now collect some basic facts and theorems about permutations which we will need in the
sequel.

THEOREM 4.1. Two permutations o and T which are conjugate, i.e. for which o = X -7 -\7!
for some permutation X\, have the same cycle structure.

We define the support of a permutation to be the set of letters which are not fixed by the
permutation. Hence, if o acts on the set of letters £, then as usual we denote by £ the set of fixed
points and hence the support is given by

L\ L.

THEOREM 4.2. If two permutations, with the same support, consist only of disjoint transposi-
tions then their product contains an even number of disjoint cycles of the same lengths.

If a permutation with support an even number of symbols has an even number of disjoint cycles
of the same lengths, then the permutation can be written as a product of two permutations each of
which consists of disjoint transpositions.

In many places we need an algorithm to solve the following problem: Given «ay,3; € Sag, for
i=1,...,m find v € Sy such that

aj=~"1-Bi-~yfori=1...,m.

Note, there could be many such solutions -, but in the situations we will apply it we expect there
to be only a few.
For example suppose we have one such equation with

a1 = (AFCNE)(BWXHUJOG)(DVIQZ)(KLMYTRPS),
8 = (AEYSXWUJ)(BFZNO)(CDPKQ)(GHIVLMRT)

We need to determine the structure of the permutation ~ such that

ar=v"" 6.
We first look at what should A map to under . If A = B, then from «; and 3; we must have
E7 = W, which in turn implies Y7 = X. Carrying on in this way via a pruned depth first search
we can determine a set of possible values for 7. Such an algorithm is relatively simple to write

down in C, using a recursive procedure call. It however of course been a bit of a pain to do this by
hand, as one would need to in the 1930’s and 1940’s.

2. An Equation For The Enigma

To aid our discussion in later sections we now describe the Enigma machine as a permutation
equation. We first assume a canonical map between letters and the integers {0, 1,...,25} such that
0 A, 1 B, etc and we assume a standard three wheel Enigma machine.

The wheel which turns the fastest we shall call rotor one, whilst the one which turns the slowest
we shall call rotor three. This means that when looking at a real machine rotor three is the left
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most rotor and rotor one is the right most rotor. This can cause confusion (especially when reading
day/message settings), so please keep this in mind.
The basic permutations which make up the Enigma machine are as follows:

2.1. Choice of Rotors. We assume that the three rotors are chosen from the following set of
five rotors. We present these rotors in cycle notation, but they are the commonly labelled rotors I,
11, I11, IV and V used in the actual Enigma machines, which were given earlier. Each rotor also
has a different notch position which controls how the stepping of one rotor drives the stepping of
the others.

Rotor Notch
Permutation Representation Position
I | (AELTPHQXRU)(BKNW)(CMOY)(DFG)IV)(JZ) ]| 16 — Q
11 (BJ)(CDKLHUP)(ESZ)(FIXVYOMW)(GR)(NT) | 4 — E

111 (ABDHPEJT)(CFLVMZOY QIRWUK X SG) 21 — V
Y% (AEPLIYWCOXMRFZBSTGJQNH)(DV)(KU) | 9« J
\Y% (AVOLDRWFIUQ)(BZKSMNHYC)(EGTJPX) | 25— Z

2.2. Reflector. There were a number of reflectors used in actual Enigma machines. In our
description we shall use the reflector given earlier, which is often referred to as called “Reflector
B”. This reflector has representation via disjoint cycles as

0= (AY)(BR)(CU)(DH)(EQ)(FS)(GL)IP)(JX)(KN)(MO)TZ)(VW).

2.3. An Enigma Key. An Enigma key consists of the following information:

e A choice of rotors p1, p2, p3 from the above choice of five possible rotors. Note, this choice
of rotors affects the three notch positions, which we shall denote by ni, ne and ns. Also,
as noted above, the rotor ps is placed in the left of the actual machine, whilst rotor p; is
placed on the right. Hence, if in a German code book it says use rotors

I,I1,111,

this means in our notation that p; is selected to be rotor 111, that ps is selected to be
rotor 11 and ps3 is selected to be rotor I.

e One must also select the ring positions, which we shall denote by 71, 72 and r3. In the
actual machine these are letters, but we shall use our canonical numbering to represent
these as integers in {0,1,...,25}.

e The plugboard is simply a product of disjoint transpositions which we shall denote by the
permutation 7. In what follows we shall denote a plug linking letter A with letter B by
A~ B.

e The starting rotor positions we shall denote by pi, p2 and p3. These are the letters which
can be seen through the windows on the top of the Enigma machine. Remember our
numbering system is that the window on the left corresponds to ps and that on the right
corresponds to pj.

2.4. The Encryption Operation. We let ¢ denote the shift-up permutation given by
0= (ABCDEFGHIJKLMNOPQRSTUVWXY Z).

The stepping of the second and third rotor is probably the hardest part to grasp when first looking
at an Enigma machine, however this has a relatively simple description when one looks at it in a
mathematical manner.

Given the above description of the key we wish to deduce the permutation ¢;, which represents
the encryption of the jth letter, for j =0,1,2,...,.
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We first set
m; = ni3—p;—1 (mod 26),
m = mng—py—1 (mod 26),
my = mi+ 14 26m.

The values of mq and mo control the stepping of the second and the third rotors.
We let |x| denote the round towards zero function, i.e. [1.9] =1 and |-1.9] = —1. We now
set, for encrypting letter 7,

ki = [(j—mi+26)/26],
ky = [(j —ms+ 650)/650],
i1 = p1—r1+1,

i = p2—To+ k1 + ko,

ig = P33 —7T3 + kz.

Notice, how i3 is stepped on every 650 = 26-25 iterations whilst 75 is stepped on every 26 iterations
and also stepped on an extra notch every 650 iterations.
We can now present ¢; as

¢ = T- (O.i1+jplo.*i1*j) . (0'7:2020'77:2) . (O.i:spgo.*i:s) 0
-(07'3[)371077:3) . (07'2/)2*10*772) . (Ui1+jp1*10*i1*j) T
Note that the same equation/machine is used to encrypt the jth letter as is used to decrypt the
jth letter. Hence we have

Also note that each ¢; consists of a product of disjoint transpositions. We shall always use 7; to
represent the internal rotor part of the Enigma machine, hence

Ej:T~’7j~T.

3. Determining The Plugboard Given The Rotor Settings

For the moment assume that we know values for the rotor order, ring settings and rotor posi-
tions. We would like to determine the plugboard settings, we are therefore given 7;. The goal is
therefore to determine 7 given some information about ¢; for some values of j.

One often sees written that determining the plugboard given the rotor settings is equivalent
to solving a substitution cipher. This is true, but often the method given in some sources is too
simplistic.

If we let m denote the actual message being encrypted and c the corresponding ciphertext, and
m/ the ciphertext decrypted under the cipher with no plugboard, i.e. with an obvious notation,

m = c,
m = .
The following is an example value of m’ for a plugboard containing only one plug
ZNCT UPZN A EIME, THEKE WAS A GILL CALLED SNZW WHFTE.

I have left the spacing’s in the English words. You may then deduce that Z should really be O, or
T should really be E, or E should really be T', or maybe K should map to R or L to R or F' to I.
But which should be the correct plug ? The actual correct plug is setting is that O should map to
Z, the other mappings are the result of this single plug setting.

We now present some ways of obtaining information about the plugboard given various scenar-
ios.
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3.1. Ciphertext Only Attack. In a ciphertext only attack one can proceed as one would
for a normal substitution cipher. We need a method to be able to distinguish something which
could be natural language from something which is completely random. The best statistic seems
to be to use one called the Sinkov statistic. Let f;, for i = A, ..., Z, denote the frequencies of the
various letters in standard English. For a given piece of text we let n;, for i = A,..., Z, denote
the frequencies of the various letters within the sample piece of text. The Sinkov statistic for the
sample text is given by

z
s=Y nifi
i=A

A high value of this statistic corresponds to something which is more likely to be from a natural
language.

To mount a ciphertext only attack we let 7; denote our current approximation for ¢; (initially
7; has no plug settings, but this will change as the method progresses). We now go through all
possible single plug settings, ). There are 26-25 /2 = 325 of these. We then decrypt the ciphertext
c using the cipher

a® ;- a®),

This results in 325 possible plaintext messages m®) for k = 1,...,325. For each one of these we
compute the Sinkov statistic sj, we keep the value of o*) which results in s being minimized. We
then set our new ~y; to be ak) . V5 - a®) and repeat, until no further improvement can be made in
the test statistic.

This methodology seems very good at finding the missing plugboard settings. For example
consider an Enigma machine with the rotors set to be Suppose we are given that the day setting is

Rotors | Rings | Pos | Plugboard
II1,11,1|PPD | MDL | Unknown

The actual hidden plugboard is given by A <~ B, C' < D, K« F, G« H, I < J and K < L. We
obtain the ciphertext

HUCDODANDHOMYXUMGLREDSQQJDNJAEXUKAZOYGBYLEWFNWIBWILSMAETFFBVPR
GBYUDNAATEVZZKCUFNIUTOKNKAWUTUWQJYAUHMFWINIQHAYNAGTDGTCTNYKTCU
FGYQBSRRUWZKZFWKPGVLUHYWZCZSO0Y JNXHOSKVPHGSGSXEOQWOZYBXOMKQDDXM
BJUPSQODJNIYEPUCEXFRHDQDAQDTFKPSZEMASWGKVOXUCEYWBKFQCYZBOGSFES
OELKDUTDEUQZKMUIZOGVTWKUVBHLVXMIXKQGUMMQHDLKFTKRXCUNUPPFKWUFCU
PTDMJBMMTPIZIXINRUIEMKDYQFMIQAEVLWJRCYJCUKUFYPSLQUEZFBAGSJHVOB
CHAKHGHZAVJZWOLWLBKNTHVDEBULROARWOQGZLRIQBVVSNKRNUCIKSZUCXEYBD
QKCVMGLRGFTBGHUPDUHXIHLQKLEMIZKHDEPTDCIPF

The plugboard settings are found in the following order [ <~ J, £ «— F, A« B, G+~ H, K «— L
and C' < D. The plaintext is determined to be.

ITWASTHEBESTOFTIMESITWASTHEWORSTOFTIMESITWASTHEAGEOFWISDOMITWA
STHEAGEOFFOOLISHNESSITWASTHEEPOCHOFBELIEFITWASTHEEPOCHOFINCRED
ULITYITWASTHESEASONOFLIGHTITWASTHESEASONOFDARKNESSITWASTHESPRI
NGOFHOPEITWASTHEWINTEROFDESPAIRWEHADEVERYTHINGBEFOREUSWEHADNOT
HINGBEFOREUSWEWEREALLGOINGDIRECTTOHEAVENWEWEREALLGOINGDIRECTTH
EOTHERWAYINSHORTTHEPERIODWASSOFARLIKETHEPRESENTPERIODTHATSOMEQ
FITSNOISIESTAUTHORITIESINSISTEDONITSBEINGRECEIVEDFORGOODORFORE
VILINTHESUPERLATIVEDEGREEOFCOMPARISONONLY

3.2. Known Plaintext Attack. When one knows the plaintext there are two methods one
can employ. The first method is simply based on a depth first search technique, whilst the second
makes use of some properties of the encryption operation.
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3.2.1. Technique One: In the first technique we take each wrong letter in turn, from our current
approximation 7; to ¢;. In the above example, of the encryption of “A Tale of Two Cities”, we
have that the first ciphertext letter H should map to the plaintext letter /. This implies that the
plugboard must contain plug settings H < py and [ < py, for letters py and p; with

pu" =pr.
We in a similar manner deduce the following other equations
pu™ =pr, pc”? =pw, pPp™ =pa,

po™ =ps, pp” =pr, pa’® =pu,
pN"" =pE, pp’ =pB, PH" =DpE.

The various permutations which represent the first few +;’s for the given rotor and ring positions
are as follows:

Y = (AW)(BH)(CZ)(DE)(FT)(GJ)IN)(KL)(MQ)(OV)(PU)(RS)(XY),
m = (AZ)BL)(CE)(DH)(FEK)(GI)(IS)(MX)(NQ)(OY)(PR)(TU)(VW),
2 = (AZ)(BJ)(CV)(DW)(EP)(FX)(GO)(HS)(IY)(KL)(MN)(QT)(RU),
v = (AF)(BO)(DY)(EO)GU)(HEK)IV)(JR)(LX)(MN)(PW)(QS)(TZ),
= (AJ)(BD)(CF)(EL)(GN)(HX)(IM)(KQ)OS)(PV)(RT)(UY)(WZ),
o= (AW)(BZ)(CT)(DD)(EH)(FV)(GU)(JO)KP)(LN)(MX)(QY)(RS),
6 = (AL)(BG)(CO)DV)(EN)(FS)(HY)(IZ)(JT)(KW)(MP)(QR)(UX),
v = (AD(BL)(CT)(DE)(FN)(GH)(JY )(KZ)(MO)(PS)(QX)(RU)(VW),
s = (AC)(BH)(DU)(EM)(FQ)(GV)(IO)(JZ)(KS)(LT)(NR)(PX)(WY),
Yo = (AB)(CM)(DY)(EZ)(FG)(HN)IR)(JX)(KV)(LW)(OT)(PQ)(SU).

We now proceed as follows: Suppose we know that there are exactly six plugs being used. This
means that if we pick a letter at random, say 7', then there is a 14/26 = 0.53 chance that this letter
is not plugged to another one. Let us therefore make this assumption for the letter 7', in which
case pr = 1. From the above equations involving v; and 5 we then deduce that

py =U and pp = C.
We then use the equations involving 3 and g, since we now know pp, to deduce that
pa = B and pp = A.

This latter two checks are consistent so we can assume that our original choice of pr = T was a
good one. From the equations involving g, using p4 = B we deduce that

PH = G.
Using this in the equations involving vy and 9 we deduce that
pr=J and pp = F.

We then find that our five plug settings of A« B, C « D, E <~ F, G < H and [ < J allow us
to decrypt the first ten letters correctly. To deduce the final plug setting will require a piece of
ciphertext, and a corresponding piece of known plaintext, such that either the plaintext or the
ciphertext involves either the letter K or the letter L.

This technique can also be used when one knows partial information about the rotor positions.
For example many of the following techniques will allow us to deduce the differences p; — r;, but
not the actual values of r; or p;. However, by following the above technique, on assuming r; =" A’,
we will at some point deduce a contradiction. At this point we know that a rotor turnover has
either occurred incorrectly or has not occurred when it should have. Hence, we can at this point
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backtrack and deduce the correct turnover. For an example of this technique at work see the latter
section on the Bombe.

3.2.2. Technique Two: A second method is possible when less than 13 plugs used. In the
plaintext obtained under v; a number of incorrect letters will appear. Again we let m denote the
actual plaintext and m’ the plaintext derived with the current (possibly empty) plugboard setting.
We suppose there are t plugs left to find.

Suppose we concentrate on each places for which the incorrect plaintext letter A occurs, i.e. all
occurances of A in the plaintext m which are wrong. Let x denote the corresponding ciphertext
letter, there are two possible cases which can occur

e The letter x should be plugged to an unknown letter. In which case the resulting letter in
the message m’ will behave randomly (assuming ; is acts like a random permutation).

e The letter z does not occur in a plugboard setting. In which case the resulting incorrect
plaintext character is the one which should be plugged to A in the actual cipher.

Assuming ciphertext letters are uniformly distributed, the first occurance will occur with probability
t/13, whilst the alternative will occur with probability 1 — ¢/13. This gives the following method
to determine which letter A should be connected to. For all letters A in the plaintext m compute
the frequency of the corresponding letter in the approximate plaintext m’. The letter which has
the highest frequency is highly likely to be the one which should be connect to A on the plugboard.
Indeed we expect this letter to occur for a proportion of the letters given by 1 — ¢/13, all other
letters we expect to occur with a proportion of t/(13 - 26) each.

The one problem with this second technique is that it requires a relatively large amount of
known plaintext. Hence, in practice the first technique is more likely to be used.

3.3. Knowledge of ¢; for some j’s. If we know the value of the permutation ¢; for values
of j € §, then we have the following equation

¢g=T1-7v-7forjeSs.

Since 7 = 7! this allows us to compute possible values of 7 using our previous method for solving
this conjugation problem. This might not determine the whole plugboard but it will determine
enough for other methods to be used.

3.4. Knowledge of ¢; - ¢;;3 for some j’s. A similar method to the previous one applies in
this case, as if we know ¢; - ¢;13 for all j € S and we know +;, then we have the equation

(¢j-€j43) =7 (v vj48) -7 for j €.
4. Double Encryption Of Message Keys

The polish mathematicians Jerzy Rozycki, Henryk Zygalski and Marian Rejewski were the
first to find ways of analysing the Enigma machine. To understand their methods one must first
understand how the Germans used the machine. On each day the machine was set up with a key,
as above, which was chosen by looking up in a code book. Each subnet would have a different day
key:.

To encipher a message the sending operator decided on a message key. The message key would
be a sequence of three letters, say DH . The message key needs to be transported to the recipient.
Using the day key, the message key would be enciphered twice. The double enciphering is to act as
a form of error control. Hence, DH I might be enciphered as XHJK LM . Note, that D encrypts
to X and then K, this is a property of the Enigma machine.

The receiver would obtain X HJK LM and then decrypt this to obtain DH . Both operators
would then move the wheels around to the positions D, H and [, i.e. they would turn the wheels
so that D was in the leftmost window, H in the middle one and I in the rightmost window. Then
the actual message would be enciphered.
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For this example, in our notation, this would mean that the message key is equal to the day
key, except that p1 =8 « I, po =7+« H and p3 =3 «— D.

Suppose we intercept a set of messages which have the following headers, consisting of the
encryption of the three letter rotor positions, followed by its encryption again, i.e. the first six
letters of each message are equal to

UCWBLR ZSETEY SLVMQH SGIMVW PMRWGV
VNGCTP OQDPNS CBRVPV KSCJEA GSTGEU
DQLSNL HXYYHF GETGSU EEKLSJ OSQPEB
WISIIT TXFEHX ZAMTAM VEMCSM LQPFNI
LOIFMW JXHUHZ PYXWFQ FAYQAF QJPOUI
EPILWW DOGSMP ADSDRT XLJXQK BKEAKY
DDESRY QJCOUA JEZUSN MUXROQ SLPMQI
RRONYG ZMOTGG XUOXOG HIUYIE KCPJLI
DSESEY O0SPPEI QCPOLI HUXY0OQ NYIKFW

If we take the last one of these and look at it in more detail. We know that there are three
underlying secret letters, say [/1,l> and l3. We also know that

LC=N, L*=Y, 3?=1,

and
L =K, b =F, [3%=W.
= ¢j, we have

NS — 008 — |8 — K| Y4 = F [25 = I,

Hence, given that ej_l

Continuing in this way we can compute a permutation representation of the three products as
follows:

c-es = (ADSMRNKJUB)(CV)(ELFQOPWIZT)(HY),
c1-e4 = (BPWJUOMGV)CLQNTDRY F)(ES)(HX),
e3¢5 = (AC)(BDSTUEYFXQ)(GPIWRVHZNO)(JK).

5. Determining The Internal Rotor Wirings

However, life was even more difficult for the Poles as they did not even know the rotor wirings
or the reflector values. Hence, they needed to break the machine without even having a description
of the actual machine. They did have access to a non-miliatary version of Enigma and deduced the
basic structure. In this they had two bits of luck:

(1) They were very lucky in that they deduced that the wiring between the plugboard and the
right most rotor was in the order of the alphabet. If this were not the case there would
have been some hidden permutation which would also have needed to be found.

(2) Secondly, the French cryptography Gustave Bertrand obtained from a German spy, Hans-
Thilo Schmidt, two months worth of day keys. Thus, for two months of traffic the Poles
had access to the day settings.

From this information they needed to deduce the internal wirings of the Enigma machine.

Note, in the pre-war days the Germans only used three wheels out of a choice of three, hence
the number of days keys is actually reduced by a factor of ten. This is, however, only a slight
simplification (at least with modern technology).

Suppose we are given that the day setting is
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Rotors | Rings | Pos Plugboard
III, 11,1 |TXC | FEAZ | (AMTEBC)

We do not know what the actual rotors are at present, but we know that the one labelled rotor I
will be placed in the rightmost slot (our label one). So we have

1 :27 T2 :237 rs = 19’p1 :25’ P2 :0’ b3 = 4.

Suppose also that the data from the previous section was obtained as traffic for that day. Hence,
we obtain the following three values for the products ¢; - €41,

c-es = (ADSMRNKJUB)(CV)(ELFQOPWIZT)(HY),
c1-e4 = (BPWJUOMGV)(CLQNTDRY F)(ES)(HX),
e3¢5 = (AC)(BDSTUEYFXQ)(GPIWRVHZNO)(JK).

From these we wish to deduce the values of g, €1,...,¢e5. We will use the fact that ¢; is a product
of disjoint transpositions and Theorem 4.2 and its proof.

We take the first product and look at it in more detail. We take the sets of two cycles of equal
degree and write them above one another, with the bottom one reversed in order, i.e.

A DS M RN K J U B c Vv
T z I W P O Q@ F L FE Y H

We now run through all possible shifts of the bottom rows. Each shift gives us a possible value of
€o and e3. The value of ¢ is obtained from reading off the disjoint transpositions from the columns,
the value of €3 is obtained by reading off the transpositions from the “off diagonals”. For example
with the above orientation we would have

0 = (AT)(DZ)(SI)(MW)(RP)(NO)(KQ)(JF)(UL)(BE)(CY)(VH),
e = (DT)(SZ)(MI)(RW)(NP)(KO)(JQ)(UF)(BL)(AE)(VY)(CH).

This still leaves us, in this case, with 20 = 2 - 10 possible values for ¢y and e3.

Now, to reduce this number we need to really on stupid operators. Various operators had a
tendency to always select the same three letter message key. For example popular choices where
QW E (the first letters on the keyboard). One operator used the letters of his girlfriend name, Cillie,
hence such “cribs” (or guessed /known plaintexts in todays jargon) became known as “cillies”. Note,
for our analysis here we only need one Cillie the day when we wish to obtain the internal wiring of
rotor L.

In our dummy example, suppose we guess (correctly) that the first message key is indeed QW E.
This means that UCW BLR is the encryption of QW E twice, this in turn tells us how to align our
cycle of length 10 in the first permutation, as under ¢y the letter () must encrypt to U.

A D S M R N K J U B
L ET Z I W P O @Q F

We can check that this is consistent as we see that () under e3 must then encrypt to B. If we
guessed one more such cillies we can reduce the number of possibilities for €q,..., €. Assuming we
carry on in this way we will finally deduce that

FOZ(AL)( F)(CH)(DE)(GX)(IR)(JO)(KP)(MZ)(NW)(QU)(ST)(VY),
= (AK)(BQ)(CW)(DM)(EH)(EJ)(GT)(IZ)(LP)(NV)(OR)(SX)(UY),
=(AJ)(BN)(CK)(DZ)( W)(EP)(GX)(HS)(IY)(LM)(OQ)(RU)(TV),
=(AF)(BQ)(CY)(DL)( SHGX)(HV)(IN)(JP)(EW)(MT)(OU)(RZ),
= (AK)(BN)(CJ)(DG)(EX)(FU)(HS)(IZ)(LW)(MR)(OY)(PQ)(TV),
=(AK)(BO)(CJ)(DN)( R)(FI)(GQ)HT)(LM)(PX)(SZ)(UV)(WY).
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We now need to use this information to deduce the value of pi, etc. So for the rest of this section
we assume we know ¢; for j = 0,...,5, and so we mark it in blue.
Recall that we have,

—i1—J

)- (0"2p207"2) - (6% p30™") - 0-
(0% ps o) (0o TR) (0" p Tl T ) r

We now assume that no stepping of the second rotor occurs during the first six encryptions under
the day setting. This occurs with quite high probability, namely 20/26 ~ 0.77. If this assumption
turns out to be false we will notice this in our later analysis and it will mean we can deduce
something about the (unknown to us at this point) position of the notch on the first rotor.

Given that we know the day settings, so that we know 7 and the values of i1,i2 and i3 (since
we are assuming k1 = ko = 0 for 0 < j < 5), we can write the above equation for 0 < j <5 as
i1+J

B i1+j
e = 17-(c"po

N, = o "t T0
Where A; is now known and we wish to determine p; for some fixed but unknown value of 7. The
permutation v is in fact equal to
v = (0" a0 ) (0% p30 ) 0 (0 ps T T - (0 e He TR,

In our example we get the following values for \;,

Ao = (AD)(BR)(CQ)(EV)(FZ)(GP)(HM)(IN)(JK)(LU)(OS)(TW)(XY),
A= (AV)(BP)(CZ)(DF)(EI)(GS)(HY )(JL)(KO)(MU)(NQ)(RW)(TX),
Ay = (AL)(BK)(CN)(DZ)(EV)(FP)(GX)(HS)(IY)(JM)(OQ)(RU)(TW),
Az = (AS)(BF)(CZ)(DR)(EM)(GN)(HY )(IW)(JO)(KQ)(LX)(PV)(TU),
A= (AQ)(BEK)(CT)(DL)(EP)(FI)(GX)(HW)(JU)(MO)(NY )(RS)(V Z),
As = (AS)(BZ)(CV)(DO)EM)(FR)(GQ)HK)IL)(JT)(NP)UW)(XY)
We now form, for j =0,...,4,
Hi = A Ajr,
— o eyo gt
= pr-o 5.0 pY,
where 6 = -0~ -~ -0 is unknown.
Eliminating ¢ via § = 0771p; ~tp;_1p1077+! we find the following equations for j = 1,...,4,

pi = (pr-o e p™) i (oo Y,
= a-pj1-al,

where oo = p; -0~ pr L.
Hence, p; and pj_1 are conjugate and so by Theorem 4.1 have the same cycle structure. For

our example we have

o = (AFCNE)(BWXHUJOG)(DVIQZ)(KLMYTRPS),
p = (AEYSXWUJ)(BFZNO)CDPKQ)GHIVLMRT),
ps = (AXNZRTIH)(BQJEP)(CGLSYWUD)(FVMOK),
ps = (ARLGYWFK)(BIHNXDSQ)(CVEOU)(JMPZT),

ps = (AGYPMDIR)(BHUTV)(CIJWKZ)(ENXQSFLO).

At this point we can check whether our assumption of no-stepping, i.e. a constant value for the
values of io and i3 is valid. If a step did occur in the second rotor then the above permutations
would be unlikely to have the same cycle structure.
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We need to determine the structure of the permutation «, this is done by looking at the four
equations simultaneously. We note that since ¢ and « are conjugates, under p;, we know that «
has cycle structure of a single cycle of length 26.

In our example we only find one possible solution for «, namely

a=(AGYWUJOQNIRLSXHTMKCEBZV PFD,).
To solve for p; we need to find a permutation such that
=p1-0 M

We find there are 26 such solutions

(AELTPHQXRU)(BKNW)(CMOY)(DFG)(IV)(JZ)
(AFHRV J)(BLU)(CNXSTQY DGEMPIW)(KOZ)
(AGFIXTRWDHSUCO)(BMQZLVKPJ)(ENY)
(AHTSVLWEOBNZMRXUDIY FJCPKQ)
(AIZN)(BOCQ)(DJ)(EPLXVMSW FKRYGHU)
(AJEQCRZODKSXWGI)(BPMTUFLY HVN)
(AKTVOER)(BQDLZPNCSYI)(FMUGJ)(HW)
(AL)(BR)(CTWI)(DMV POFN)(ESZQ)(GKUHXY J)
(AMW JHY KVQFOGLBS)(CUIDNETX ZR)
(ANFPQGMX)(BTY LCVRDOHZS)(EUJI)(KW)
(AOIFQH)(BUKX)(CWLDPREVS)(GN)(MY)(TZ)
(APSDQIGOJKYNHBVT)(CX)(EWMZUL)(FR)
(AQJLFSEXDRGPTBWNIHCYOK ZVUM)
(ARHDSFTCZWOLGQK)(BXEYPUNJM)
(ASGRIJNKBYQLHEZXFUOMC)(DT)(PVW)
(ATE)(BZY RJONLIKC)(DUPWQM)(FVXGSH)
(AUQNMEB)(DVYSILJPX HGTFW RK)
(AVZ)(CDW SJQOPYTGURLKE)(FXIM)
(AWTHINOQPZBCEDXJRMGV)(FYUSK)
(AXKGWUTIORNP)(BDYV)(CFZ)(HJSLM)
(AYWVCGXLNQROSMIPBEF)(DZ)(HK)(JT)
(AZEGY XM JUV D)(BF)(CHLOTKIQSNRP)
(BGZFCIRQTLPD)(EHMK.JV)(NSOUW X)
(ABHNTMLQUXOVFDCJWY ZG)(EISP)
(ACKLRSQVGBITNUY)(EJXPF)(HOW Z)
(ADEKMNVHPGCLSRTOXQW)(BJY)(IUZ)

These are the values of p; - o, for i = 0,...,25.

So with one days messages we can determine the value of p; upto multiplication by a power of
0. The Polish had access to two months such data and so were able to determine similar sets for
p2 and ps (as different rotor orders are used on different days). Note, at this point the Germans
did not use a selection of three from five rotors.

If we select three representatives p1, g and g3, from the sets of possible rotors, then we have

l1
bl

pr = p1-0
pr = py-ol?,
fs = p3-o’.

However, we still do not know the value for the reflector o, or the correct values of /1, [5 and [3. To
understand how to proceed next we present the following theorem.
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THEOREM 4.3. Consider an Enigma machine £ that uses rotors p1, pa and ps, and reflector o.
Then there s an enigma machine é using rotors pi1, p2 and p3, and o different refelector o such
that, for every setting of £, there is a setting off’ such that the machines have identical behaviour.
Furthermore, & can be constructed so that the machines use identical daily settings except for the
7ing positions.

Proor. The following proof was shown to me by Eugene Luks who I thank for allowing me to
reproduce it here. The first claim is that 0 is determined via

- U—(11+12+13)QO.—(11+12+13).

1%

We can see this by the following argument (and the fact that the reflector is uniquely determined
by the above equation). We first define the following function

P(¢1,d2, 93,9, t1,t2,t3) = 7 - (0" p10 ") - (072 a0 ™"2) - (67330 ™) - 1)
G R G e R G e R
We then have the relation,
P(p1, p2, 03, 0, 1, t2,t3) = P(p1, pa, p3, 0, t1,ta + I, 13 + 11 + I2).

Recall the following expressions for the functions which control the stepping of the three rotors:

kr = [(j —mi+26)/26],
ks = |[(j —ma+650)/650],
ihn = pr—n+1,

i = p2—r2t+k+ ke,

i3 = p3—r3+ ko

The Enigma machine £ is given by the equation
Ej - P(P17p27f73a Q7i1 +.]7 i27i3)

where we interpret ¢ and 3 as functions of j as above. We now set the ring positions in & to be
given by
ri,re +l,rg i+l

in which case we have the output of this Enigma machine is given by
éj = P(ﬁl)ﬁ%ﬁ& 0,11 + .02 — liyig =l — l2)
But then we conclude that €; = ¢€;. g

We now use this result to fully determine £ from the available data. We pick values of g1, ps

and p3 and determine a possible refelector by solving for ¢ in
0 = T (0" po ) (0 ho ) (G0 0) b
(@07 07) (P ) (o)

We let £ denote the Enigma machine with rotors given by g1, g2, p3 and reflector g, but with ring
settings the same as in the target machine £ (we know the ring settings of £ since we have the day
key remember). Note £! # £ from the above proof, since the rings are in the same place as the
target machine.

Assume we have obtained a long messages, with a given message key. We put the machine £!
in the message key configuration and start to decrypt the message. This will work (i.e. produce a
valid decryption) upto a point when the sequence of permutations éjl- produced by &' differs from
the sequence ¢; produced by £.
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At this point we cycle through all values of /; and fix the first permutation (and also the
associated reflector) to obtain a new Enigma machine £? which allows us to decrypt more of the
long message. If a long enough message is obtained we can also obtain [ is this way, or alternatively
wait for another day when the rotors order is changed.

Thus the entire internal workings of the Enigma machine can be determined.

6. Determining The Day Settings

Now having determined the internal wirings, given the set of two months of day settings obtained
by Bertrand, the next task is to determine the actual key when the day settings are not available.
At this stage we assume the Germans are still using the encrypt the message setting twice routine.

The essential trick here is to notice that if we write the cipher as

6]' =T" ﬁ/j - T,
then
€G3 =T 75 V43T
So €j - €43 is conjugate to 7y; - v;4+3 and so by Theorem 4.1 they have the same cycle structure.
More importantly the cycle structure does not depend on the plug board 7.

Hence, if we can use the cycle structure to determine the rotor settings then we are only left
with determining the plugboard settings. If we can determine the rotor settings then we know the
values of 7;, for j = 1,...,6, from the encrypted message keys we can compute ¢; for j =1,...,6
as in the previous section. Hence, determining the plugboard settings is then a question of solving
one of our conjugacy problems again, for 7. But this is easier than before as we have that 7 must
be a product of disjoint transpositions.

We have already discussed how to compute ¢; - €;43 from the encryption of the message keys.
Hence, we simply compute these values and compare their cycle structures with those obtained by
running through all possible

60 - 26% - 26° = 18,534, 946, 560
choices for the rotors, positions and ring settings. Note, that when this was done by the Poles in
the 1930’s there was only a choice of the ordering of three rotors. The extra choice of rotors did
not come in till a bit later. Hence, the total choice was 10 times less than this figure.

The above simplifies further if we assume that no stepping of the second and third rotor occurs
during the calculation of the first six ciphertext characters. Recall this happens around 77 percent
of the time. In such a situation the cycle structure depends only on the rotor order and the
difference p; — r; between the starting rotor position and the ring setting. Hence, we might as well
assume that | = ro = r3 = 0 when computing all of the cycle structures. So, for 77 percent of the
days our search amongst the cycle structures is then only among

60 - 26° = 1,054,560 (resp. 105,456)

possible cycle structures.

After the above procedure we have determined all values of the initial day setting bar p; and
r;, however we know the differences p; — ;. We also know for any given message the message key
ph,ph, ph. Hence, in breaking the actual message we only require the solution for r,r9, the value
for r3 is irrelevant as the third rotor never moves a fourth rotor. Most German messages started
with the same two letter word followed by space (space was encoded by ’X’). Hence, we only need
to go through 262 different positions to get the correct ring setting. Actually one goes through 262
wheel positions with a fixed ring, and use the differences to infer the actual ring settings.

Once, r; is determined from one message the value of p; can be determined for the day key
and then all messages can be trivially broken. Another variant here, if a suitable piece of known
plaintext can be deduced, is to apply the technique from Section 3.2.1 with the obvious modification
to deduce the ring settings as well.
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7. The Germans Make It Harder

In Sept 1938 the German’s altered the way that day and message keys were used. Now a day
key consisted of a rotor order, the ring settings and the plugboard. But the rotor positions were
not part of the day key. A cipher operator would now choose their own initial rotor positions, say
AXFE and their own message rotor positions, say GPI. The operator would put their machine in
the AXFE setting and then encrypt GPI twice as before, to obtain say POW KN P. The rotors
would then be placed in the GPI position and the message would be encrypted. The message
header would be AXEPOW KNP.

This procedure makes the analysis of the previous section useless. As each message would now
have its own “day” rotor position setting, and so one could not collect data from many messages
S0 as to recover ¢y - €3 etc, as in the previous section.

What was needed was a new way of characterising the rotor positions. The way invented by
Zygalski was to use so-called “females”. In the six letters of the enciphered message key a female
is the occurance of the same letter in the same position in the string of three. For example, the
header POW K N P contains no females, but the header POW PN L contains one female in position
zero, i.e. the repeated values of P, seperated by three positions.

Let us see what is implied by the existence of such females: Firstly suppose we receive POW PN L
as above and suppose the unknown first key setting is . Then we have that, if ¢; represents the
Enigma setting in the ground setting,

0 =29 = P.

In other words
PEO€Es — €0°€0°€3 — 1.€3 — P,

In other words P is a fixed point of the permutation ¢ - €3.

Since the number of fixed points is a feature of the cycle structure and the cycle structure is
invariant under conjugation, we see that the number of fixed points of ¢ - €3 is the same irrespective
of the plugboard setting.

The use of such females was made easier by so-called Zygalski sheets. The following precompu-
tation was performed, for each rotor order. An Enigma machine was set up with rings in position
AAA and then, for each position A to Z of the third (leftmost rotor) a sheet was created. This
sheet was a table of 51 by 51 squares, consisting of the letters of the alphabet repeated twice in
each direction minus one row and column. A square was removed if the Enigma machine with first
and second rotor with that row/column position had a fixed point in the permutation ¢ - €3. So
for each rotor order there was a set of 26 sheets.

Note, we are going to use the sheets to compute the day ring setting, but they are computed
using different rotor positions but with a fixed ring setting. This is because it is easier with an
Enigma machine to actually rotate the rotor positions than the rings, then converting between ring
and rotor settings is simple.

In fact, it makes sense to also produce a set of sheets for the permutation ¢1 - ¢4 and e - €5, as
without these the number of keys found by the following method is quite large. Hence, for each
rotor order we will have 26 x 3 perforated sheets. The Poles used the following method when only
3 rotors where used, extending it to 5 rotors is simple but was time consuming at the time.

To see how the sheets are used we now proceed with an example. Suppose a set of message
headers are received in one day. From these we keep all those which possesses a female in the part
corresponding to the encryption of the message key. For example we obtain the following message
headers,

HUXTBPGNP DYRHFLGFS XTMRSZRCX YGZVQWZQH

BILJWWRRW QYRZX0ZJV SZYJPFBPY MWIBUMWRM
YXMHCUHHR FUGWINCIA BNAXGHFGG TLCXYUXYC
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RELCOYXOF XNEDLLDHK MWCQOPQVN AMQCZQCTR
MIPVRYVCR MQYVVPVKA TQNJSSIQS KHMCKKCIL
LQUXIBFIV NXRZNYXNV AMUIXVVEV UROVRUAWU
DSJVDFVTT HOMFCSQCM ZSCTTETBH SJECXKCFN
UPWMQJIMSA CQJEHOVBO VELVUOVDC TXGHFDJFZ
DKQKFEJVE SHBOGIOQQ QWMUKBUVG

Now assuming a given rotor order, say the rightmost rotor is rotor I, the middle one rotor I1
and the leftmost rotor is 111, we remove all those headers which could have had a stepping action
of the middle rotor in the first six encryptions. To compute these we take third character of the
above message headers, i.e. the position p; of the rightmost rotor in the encryption of the message
key, and the position of the notch on the rightmost rotor assuming the rightmost rotor is I, i.e.
n1 = 16 <’ Q’. We compute the value of my from the Section 2

m; =n; —p; —1 (mod 26).
and remove all those for which
(7 —m1+26)/26]| # 0 for j =0,1,2,3,4,5.

This leaves us with the following message headers

HUXTBPGNP DYRHFLGFS YGZVQWZQH QYRZX0ZJV
SZYJPFBPY MWIBUMWRM FUGWINCIA BNAXGHFGG
TLCXYUXYC XNEDLLDHK MWCQOPQVN AMQCZQCTR
MQYVVPVKA LQUXIBFIV NXRZNYXNV AMUIXVVFV
DSJVDFVTT ZSCTTETBH SJECXKCFN UPWMQJMSA
CQJEHOVBO TXGHFDJFZ DKQKFEJVE SHBOGIOQQ

We now consider each of the three sets of females in turn. For ease of discussion we only consider
those corresponding to ¢g - €3. We therefore only examine those message headers which have the
same letter in the fourth and seventh positions, i.e.

QYRZX0ZJV TLCXYUXYC XNEDLLDHK MWCQOPQVN
AMQCZQCTR MQYVVPVKA DSJVDFVTT ZSCTTETBH
SJECXKCFN UPWMQJMSA SHBOGIOQQ

We now perform the following operation, for each letter P3. We take the Zygalski sheet for rotor
order III, II, I and permutation ¢; - €3 and letter P3 and we place this down on the Table. We
think of this sheet first sheet as corresponding to the ring setting

rs=Q-Q=A,
where the ) comes from the first letter in the first message header. Each row r and column c of
the first sheet corresponds to the ring setting
rn = R-—m,
ro = Y —c
We now take repeat the following process for each message header with a first letter which we have

not yet met before. We take the first letter of the next message header, in this case 7" and we take
the sheet with label

Ps+T—-Q.
This sheet then has to be placed on top of the other sheets at a certain offset to the original sheet.
This offset is computed by taking the top left most square of the new sheet should be placed on
top of the square (r,c) of the first sheet given by
r = R-C,
c = Y—-1L,
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i.e. we take the difference between the third (resp. second) letter of the new message header and
the third (resp. second) letter of the first message header.

This process is repeated until all of the given message headers are used up. Any square which
is now clear on all sheets then gives a possible setting for the rings for that day. The actual setting
being read off the first sheet using the correspondence above.

This process will give a relatively large number of possible ring settings for each possible rotor
order. However, when we intersect the possible values obtained from considering the females in the
0/3 position, with those in the 1/4 and the 2/5 position we find that the number of possibilities
shrinks dramatically. Often this allows us to uniquely determine the rotor order and ring setting
for the day.

We determine in our example that the rotor order is given by I11, II and I, with ring settings
given by 1 = A, ro = B and r3 = C.

To determine the plugboard settings for the day we can either use a piece of known plaintext
as before. However, if no such text is available we can use the females to help drastically reduce
the number of possibilities for the plugboard settings.

8. Known Plaintext Attack And The Bombe’s

Turing (among others) wanted a technique to break Enigma which did not rely on the way
the German’s used the system, which could and did change. Turing settled on a known plaintext
attack, using what was known at the time as a “crib”. A crib was a piece of plaintext which was
suspected to lie in the given piece of ciphertext.

The methodology of this technique was to from a given piece of ciphertext and a suspected piece
of corresponding plaintext to first deduce a so-called “menu”. A menu is simply a graph which
represents the various relationships between ciphertext and plaintext letters. Then the menu was
used to program a electrical device called a Bombe. A Bombe was a device which enumerated the
Enigma wheel positions and, given the data in the menu, deduced the possible settings for the rotor
orders, wheel positions and some of the plugboard. Finally, the ring positions and the remaining
parts of the plugboard needed to be found.

In the following we present a version of this technique which we have deduced from various
sources. We follow a running example through so as to explain the method in more detail.

8.1. From Ciphertext to a Menu. Suppose we receive the following ciphertext
HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS

and suppose we know, for example because we suspect it to be a shipping forecast, that the
ciphertext encrypts at some point the plaintext

DOGGERFISHERGERMANBIGHTEAST

Now we know that in the Enigma machine that a letter cannot decrypt to itself. This means
that there are only a few positions for which the plaintext will align correctly with the ciphertext.
Suppose we had the following alignment

HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
-DOGGERFISHERGERMANBIGHTEAST---————-—-—----—-—

then we see that this is impossible since the S in the plaintext FISHER cannot correspond to the S
in the ciphertext. Continuing in this way we find that there are only six possible alignments of the
plaintext fragment with the ciphertext:

HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
DOGGERFISHERGERMANBIGHTEAST--------——————-—-
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In the following we will focus on the first alignment, i.e. we will assume that the first ciphertext
letter H decrypts to D and so on. In practice the correct alignment out of all the possible ones
would need to be deduced by skill, judgement and experience. However, in any given day a number
of such cribs would be obtained and so only the most likely ones would be accepted for use in the
following procedure.

As is usual with all our techniques there is a problem if the middle rotor turns over in the part
of the ciphertext which we are considering. Our piece of chosen plaintext is 26 letters long, so we
could treat it in two sections each of 13 letters. The advantage of this is that we know the middle
rotor will only advance once every 26 turns of the fast rotor. Hence, by selecting two groups of
13 letters we can obtain two possible alignments which we know one of which does not contain a
middle rotor movement.

We therefore concentrate on the following two alignments:

HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
DOGGERFISHERG-———=—=—====——————————————————

We now deal with each alignment in turn and examine the various pairs of letters. We note that if
H encrypts to D in the first position then D will encrypt to H in the same Enigma configuration.
We make a record of the letters and the positions for which one letter encrypts to the other. These
are placed in a graph with vertices being the letters and edges being labelled by the positions of
the related encryptions.

This results in the following two graphs (or menus)

Menu 1:
D & g & s M2 oo & v
s
T — F g w
T
N & R — I
U & o x & F
Menu 2:
K & 7 p & 7
X < B V < N

<—>A<—>EO</—1>00

T — @

Q & m

These menu’s tell us a lot about the configuration of the Enigma machine, in terms of its
underlying permutations. Each menu is then used to program a Bombe. In fact we program one
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Bombe not only for each menu, but also for each possible rotor order. Thus if five rotor orders are
in use, we need to program 2 - 60 = 120 such Bombe’s.

8.2. The Turing/Welchmann Bombe. There are many descriptions of the Bombe as an
electrical circuit. In the following we present the basic workings of the Bombe in terms of a modern
computer, note however that this is in practice not very efficient. The Bombe’s electrical circuit
was able to execute the basic operations at the speed of light, (i.e. the time it takes for a current to
pass around a circuit), hence simulating this with a modern computer is therefore very inefficient.

I have found the best way to think of the Bombe is as a computer with 26 registers each of
which are 26 bits in length. In a single “step” of the Bombe a single bit in this register bank is
set. Say we set bit I of register H, this corresponds to us wishing to test whether F' is plugged to
H in the actual Enigma configuration. The Bombe then passes through a series of states until it
stabilises, in the actual Bombe this occurs at the speed of light, in a modern computer simulation
this needs to be actually programmed and so occurs at the speed of a computer. Once the register
bank stabilises, each set bit is means that if the tested condition is true then so must this condition
be true, i.e. if bit J of register K is set then J should be plugged to K in the Enigma machine. In
other words the Bombe deduces a “Theorem” of the form

If F— H Then K — J.

With this interpretation the diagonal board described in descriptions of the Bombe is then the
obvious condition that if K is plugged to J, then J is plugged to K, i.e. if bit J of register K is
set, then so must bit K of register J. In the real Bombe this is achieved by use of wires, however
in a computer simulation it means that we always set the “transpose” bit when setting any bit in
our register bank. Thus, the register bank is symmetric down the leading diagonal. The diagonal
board, which was Welchmann’s contribution to basic design of Turing, drastically increases the
usefulness of the Bombe in breaking arbitrary cribs.

To understand how the menu acts on the set of registers we define the following permutation
for 0 < i < 262, for a given choice of rotors pi, po and p3 We write i = i; + i9 - 26 + 43 - 262, and
define

61’,5 — (O_il—l—s—i—lplo_—il—s—l) X (Uigpzo_—ig) X (O_igpgo_—ig) 0
(0% pstaT ) (0 py o) - (o Tl T,

Note, how similar this is to the equation of the Enigma machine. The main difference is that the

second and third rotor’s cycle through at a different rate (depending only on 7). The variable i

is used to denote the rotor position which we wish to currently test and the variable s is used to

denote the action of the menu, as we shall now describe.

The menu acts on the registers as follows: For each link 2 = 3 in the menu we take register x
and for each set bit z, we apply d; s to obtain z,,. Then bit x,, is set in register y (and due to the
diagonal board) bit y is set in register x,,. Also we need to apply the link backwords, so for each
set bit vy, in register y we apply d; s to obtain y,,. Then bit y,, is set in register « (and due to the
diagonal board) bit z is set in register y,,.

We now let [ denote the letter which satisfies at least one of the following, and hopefully all

three

(1) A letter which occurs more often than any other letter in the menu.

(2) A letter which occurs in more cycles than any other letter.

(3) A letter which occurs in the largest connected component of the graph of the menu.
In the above two menus we have a number to choose from in Menu 1, so we select [ = S, in Menu
2 we select [ = E. For each value of ¢ we then perform the following operation

e Unset all bits in the registers.
e Set bit [ of register [.
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e Keep applying the menu, as above, until the registers no longer change at all.

Hence, the above algorithm is working out the consequences of the letter [ being plugged to itself,
given the choice of rotors p1, po and ps3. It is the third line in the above algorithm which operates
at the speed of light in the real Bombe, in a modern simulation this takes a lot longer.

After the the registers converge to a steady state we then test them to see if a possible value of
i, i.e. a possible value of the rotor positions has been found. We then step ¢ on by one, which in
the real Bombe is achieved by rotating the rotors, and repeat. A value of ¢ which corresponds to a
valid value of ¢ is called a “Bombe Stop”.

To see what is a valid value of 7, suppose we have the rotors in the correct positions. If the
plugboard hypothesis, that the letter [ is plugged to itself, is true then the registers will converge
to a state which gives the plugboard settings for the registers in the graph of the menu which
are connected to the letter [. If however the plugboard hypothesis is wrong then the registers
will converge to a different state, in particular the bit of each register which corresponds to the
correct plugboard configuration will never be set. The best we can then expect is that this wrong
hypothesis propagates and all registers in the connected component become set with 25 bits, the
one remaining unset bit then corresponds to the correct plugboard setting for the letter [. If the
rotor position is wrong then it is highly likely that all the bits in the test register [ converge to the
set position.

To summarize we have the following situation upon convergence of the registers at step 1.

e All 26 bits of test register [ are set. This implies that the rotors are not in the correct
position and we can step on ¢ by one and repeat the whole process.

e One bit of test register [ is set, the rest being unset. This is a possible correct configuration
for the rotors. If this is indeed the correct configuration then in addition the set bit
corresponds to the correct plug setting for register [, and the single bit set in the registers
corresponding to the letters connected to [ in the menu will give us the plug settings for
those letters as well.

e One bit of the test register [ is unset, the rest being set. This is also a possible correct
configuration for the rotors. If this is indeed the correct configuration then in addition the
unset bit corresponds to the correct plug setting for register [, and any single unset set in
the registers corresponding to the letters connected to [ in the menu will give us the plug
settings for those letters as well.

e The number of set bits in register [ lies in [2,...,24]. These are relatively rare occurances,
and although they could correspond to actual rotor settings they tell us little directly
about the plug settings. For “good” menu’s we find they are very rare indeed.

A Bombe stop is a position where the machine decides one has a possible correct configuration
of the rotors. The number of such stops per rotor order depends on structure of the graph of the
menu. Turing determined the expected number of stops for different types of menus. The following
table shows the expected number of stops per rotor order for a connected menu (i.e. only one
component) with various numbers of letters and cycles.

Number of Letters

Cycles 8 9 10 11 12 | 13 | 14 | 15 | 16
3 2.2 1.1 (042 014|004 |=0|~=0|~=0|~=0
2 58 28 11 3.8 12 ]103(006|~0]|~=0

1 1500 | 720 | 280 | 100 | 31 | 7.7 | 1.6 | 0.28 | 0.04
0 40000 | 19000 | 7300 | 2700 | 820 | 200 | 43 | 7.3 | 1.0

This gives an upper bound on the number of stops for an unconnected menu in terms of the the
size of the largest connected component and the number of cycles within the largest connected
component.
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Hence, a good menu is not only one which has a large connected component but which also
has a number of cycles. Our second example menu is particularly poor in this respect. Note, that
a large number of letters in the connected component not only reduces the expected number of
Bombe stops but also increases the number of deductions about possible plugboard configurations.

8.3. Bombe Stop to Plugboard. We now need to work out how from a Bombe stop we can
either deduce the actual key, or deduce that the stop has occurred simply by chance and does not
correspond to a correct configuration. We first sum up how many stops there are in our example
above. For each menu we specify, in the following table, the number of Bombe stops which arise
and we also specify the number of bits in the test register [ which gave rise to the stop.

Number of Bits Set

Menu 1 2 (3145202122 23 24 25
1 137 | 0 (0]0] O 010 0 9 1551
2 2606 | 148 19 (2| O 2 | 7 112212024 | 29142

Here we can see the effect of the difference in size of the largest connected component. In both
menus the largest connected component has a single cycle in it. For the first menu we obtain a
total of 1697 stops, or 28.3 stops per rotor order. The connected component has eleven letters in
it, so this yield is much better than the yield expected from the above table. This is due to the
extra two letter component in the graph of menu one. For menu two we obtain a total of 34062
stops, or 567.7 stops per rotor order. The connected component in the second menu has six letters
in it, so although this figure is bad it is in fact better than the maximum expected from the above
table, again this is due to the presence of other components in the graph.

With this large number of stops we need a way of automating the further checking. It turns
out that this is relatively simple as the state of the registers allow other conditions to be checked
automatically. Apparently in more advanced versions of the Bombe the following checks were
performed automatically without the Bombe actually stopping

Recall the Bombe stop gives us information about the state of the supposed plugboard. The
following are so-called “legal contradictions”, which can be eliminated instantly from the above
stops.

e If any Bombe register has 26 bits set then this Bombe configuration is impossible.
e If the Bombe registers imply that a letter is plugged to two different letters then this is
clearly a contradiction.

Suppose we know that the plugboard has uses a certain number of plugs (in our example this
number is ten) then if the registers imply that there are more than this number of plugs then this
is also a contradiction.

Applying these conditions mean we are down to only 19750 possible Bombe stops out of the
35759 total stops above. Of these 109 correspond to the first menu and the rest correspond to the
second menu.

We clearly cannot cope with all of those corresponding to the second menu so lets suppose that
the second rotor does not turn over in the first thirteen characters. This means we now only need
to focus on the first menu.

In practice a number of configurations could be eliminated due to operational requirements set
by the Germans (e.g. not using the same rotor orders on consecutive days).

8.4. Finding the final part of the key. We will focus on the first two remaining stops.
Both of these correspond to rotor order where the rightmost (fastest) rotor is rotor I, the middle
one is rotor 11 and the leftmost rotor is rotor I11.

The first remaining stop is at Bombe configuration i1 = p1 —ry =Y, 19 = ps — 9 = W and
13 = p3 — r3 = K. These follow from the following final register state in this configuration, where
rows represent registers and columns the bits
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ABCDEFGHIJKLMNOPQRSTUVWXYZ
A00011011100001000111011000
B00011011100001100111111000
C00001111100001000111011100
D11011111111111111111111111
E11111111011111111111111111
F00111111100110000111011110
G11111101111111111111111111
H11111111101111111111111111
T11110111111111111111111111
J00011010100001100111111000
K00011011100001100111111000
L00011111100001100101111000
M00011111100001000011111000
N11111011111111111111111111
001011011111101001111101111
P00011011100001000111011000
Q00011011100001100111111000
R11111111111101111111111111
S511111111111011111111111111
T11111111111111111111111110
U01011011111111101111010011
V11111111111111011111111111
W11111111111111111111011111
X00111111100001100111011110
Y00011111100001100111111100
Z00011011100001100110111000

The test register has 25 bits set, so in this configuration each bit implies that a letter is not plugged
to another letter. The plugboard setting is deduced to contain the following plugs

C—D FEFE—I F—N,H<J L<S,
M~—R OV, T Z U-—W,

whilst the letter G is known to be plugged to itself, assuming this is the correct configuration.

So we need to find one other plug and the ring settings. We can assume that r3 = 0 = A as
it plays no part in the actual decryption process. Since we are using the rotor I as the rightmost
rotor we know that n; = 16 «— @, which combined with the fact that we are assuming that no
stepping occurs in the first thirteen characters implies that p; must satisfy

j—((16 —p; —1) (mod 26)) + 26 < 25 for j =0,...,12.

ie. py =0,1,2,16,17,18,19, 20, 21,22, 23,24 or 25.

With the Enigma setting of py = Y, po = W, p3 = K and r; = ro = r3 = A and the above
(incomplete) plugboard we decrypt the fragment of ciphertext and compare the resulting plaintext
with the crib.

HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
DVGGERLISHERGMWBRXZSWNVOMQOQKLKCSQLRRHPVCAG
DOGGERFISHERGERMANBIGHTEAST-—------——————-—-

This is very much like the supposed plaintext. Examine the first incorrect letter, the second one.
This cannot be incorrect due to a second rotor turnover, due to our assumption, hence it must be
incorrect due to a missing plugboard element. If we let 1 denote the current approximation to the
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permutation representing the Enigma machine for letter one and 7 the missing plugboard setting
then we have

UN=Vand U ™" =0.

This implies that 7 should contain either a plug involving the letter U or the letter O, but both of
these letters are already used in the plugboard output from the Bombe. Hence, this configuration
must be incorrect.

The second remaining stop is at Bombe configuration i1 = p; —ry = R, 19 = ps — 1o = D and
i3 = p3 — r3 = L. The plugboard setting is deduced to contain the following plugs

D—Q, E-T, F&N, [0, SV, WX,

whilst the letters G, H and R are known to be plugged to themselves, assuming this is the correct
configuration. These follow from the following final register state in this configuration,

ABCDEFGHIJKLMNOPQRSTUVWXYZ
A00011011100001000111011000
B00011111100001000111011100
C00011111100001000111011000
D11111111111111110111111111
E11111111111111111110111111
F01111011100000100111111110
G11111101111111111111111111
H11111110111111111111111111
T11111111111111011111111111
J00011011100001000111011100
K00011011100001000111011000
L00011011100001100111111000
M00011011100001100111111000
N11111011111111111111111111
000011111000111110111111001
P00011011100001100111111000
Q00001011100001000111011100
R11111111111111111011111111
S511111111111111111111101111
T11110111111111111111111111
U00011111100111110111011001
V11111111111111111101111111
W11111111111111111111111011
X01011111110001001111010110
Y00011111100001000111011100
Z00011011100001100111111000

So we need to find four other plug settings and the ring settings.

Again we can assume that r3 = A as it plays no part in the actual decryption process, and
again we deduce that p; must be one of 0,1,2,16,17,18,19, 20, 21, 22,23, 24 or 25.

With the Enigma setting of py = R, po = D, p3 = L and r = ro = r3 = A and the above
(incomplete) plugboard we decrypt the fragment of ciphertext and compare the resulting plaintext
with the crib.

HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
DOGGERFISHERGNRAMNCOXHXZMORIKOEDEYWEFEYMSDQ
DOGGERFISHERGERMANBIGHTEAST-—-------—————-—-
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We now look at the first incorrect letter, this is in the 14 position. Using the same notation as
before, i.e. 7; for the current approximation and 7 for the missing plugs, we see that if this incorrect
operation is due to a plug problem rather than a rotor turnover problem then we must have

CT"YlS'T — E’

Now, FE already occurs on the plugboard, via F <> T, so 7 must include a plug which maps C' to
the letter « where
M = F.
But we can compute that
M3 = (AM)(BE)(CN)(DO)(FI)(GS)(HX)(JU)(KP)(LQ)(RV)(TY )(W Z),

from which we deduce that x+ = B. So we include the plug C' < B in our new approximation and
repeat to obtain the plaintext

HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
DOGGERFISHERGERAMNBOXHXNMORIKOEMEYWEFEYMSDQ
DOGGERFISHERGERMANBIGHTEAST-—-------——————-—-

We then see in the 16th position that we either need to step the rotor or there should be a plug
which means that S maps to M under the cipher. We have, for our new ~;5 that

M5 = (AS)(BJ)(CY)(DK)(EX)(FW)(GI)(HU)(LM)(NQ)(OP)(RV (T Z).

The letter S already occurs in a plug, so we must have that A is plugged to M. We add this plug
into our configuration and repeat

HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
DOGGERFISHERGERMANBOXHXNAORIKVEAEYWEFEYASDQ
DOGGERFISHERGERMANBIGHTEAST-—----—---———-—-

Now the 20th character is incorrect, we need that P should map to I and not O under the cipher
in this position. Again assuming this is due to a missing plug we find that

M9 = (AH)(BM)(CF)(DY)(EV)(GX)(IK)(JR)(LS)(NT)(OP)(Q@W)(UZ).

There is already a plug involving the letter I so we deduce that the missing plug should be K « P.
Again we add this new plug into our configuration and repeat to obtain

HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
DOGGERFISHERGERMANBIXHINAORIPVXAEYWEFEYASDQ
DOGGERFISHERGERMANBIGHTEAST-—-------—————-—-

Now the 21st character is wrong as we must have that L should map to G. We know G is plugged
to itself, from the Bombe stop configuration and given

Y20 = (AD)(BJ)(CW)(DE)(FK)(GZ)(HU)(LX)(MQ)(NT)(OV)(PY)(RS),

we deduce that if this error is due to a plug we must have that L is plugged to Z. We add this
final plug into our configuration and find that we obtain

HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
DOGGERFISHERGERMANBIGHJNAORIPVXAEYWEFEYAQDQ
DOGGERFISHERGERMANBIGHTEAST-—----—---———-—-

All the additional plugs we have added have been on the assumption that no rotor turnover has
yet occurred. Any further errors must be due to rotor turnover, as we now have a full set of plugs
(as we know our configuration only has ten plugs in use). If when correcting the rotor turnover we
still do not decrypt correctly we need to backup and repeat the process.

We see that the next error occurs in position 23. This means that a rotor turnover must have
occurred just before this letter was encrypted, in other words we have

22 — (16 —p1 — 1) (mod 26)) + 26 = 26.
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This implies that p; = 19, i.e. p; = T, which implies that r; = C. We now try to decrypt again,
and we obtain
HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
DOGGERFISHERGERMANBIGHTZWORIPVXAEYWEFEYAQDQ
DOGGERFISHERGERMANBIGHTEAST-—--—-—————————-—

But we still do not have correct plaintext. The only thing which could have happened is that we
have had an incorrect third rotor movement. Rotor I1 has its notch in position ny = 4 «— E. If
the third rotor moved on at position 24 then we have, in our earlier notation

m; = np—p—1 (mod26)=16—-19—-1 (mod 26) = 22,
m = mg—p2—1 (mod26)=4—py—1 (mod 26),

mo = mp+1+26-m=234+26-m

650 = 23 —my + 650

This last equation implies that my = 23, which implies that m = 0, which itself implies that py = 3,
i.e. po = D. But this is exactly the setting we have for the second rotor. So the problem is not
that the third rotor advances, it is that it should not have advanced. We therefore need to change
this to say po = F and 7, = B, (although this is probably incorrect it will help us to decrypt the
fragment). We find that we then obtain

HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
DOGGERFISHERGERMANBIGHTEASTFORCEFIVEFALLING
DOGGERFISHERGERMANBIGHTEAST-—----—---———-—-

Hence, we can conclude, apart from a possible incorrect setting for the second ring we have the
correct Enigma setting for this day.

9. Ciphertext Only Attack

The following attack allows one to break the Enigma machine when only a single ciphertext is
given. The method relies on the fact that enough ciphertext is given and that a not a full set of
plugs is used. Suppose we have a reasonably large amount of ciphertext, say 500 odd characters,
and that p plugs are in use. Suppose in addition that we could determine the rotor settings. This
would mean that around ((26 — 2p)/26)? of the letters would decrypt exactly, as the letters would
neither pass through a plug either before or after the rotor stage. Hence, one could distinguish the
correct rotor positions by using some statistic to distinguish a random plaintext from a plaintext
in which ((26 — 2p)/26)? of the letters are correct.

Gillogly suggests using the index of Coincidence. To use this statistic we compute the frequency
fi of each letter in the resulting plaintext of length n and compute

z
i(fi —1
IO:Z];E]C ))
—A

n—1)"

To use this approach we set the rings to position A, A, A and then run through all possible rotor
orders and rotor starting positions. For each setting we compute the resulting plaintext and the
associated value of IC'. We keep those settings which have a high value of IC.

Gillogly then suggests for the settings which give a high value of IC' to run through the associ-
ated ring settings, adjusting the starting positions as necessary, with a similar test. The problem
with this approach is that it is susceptible to the effect of turnover of the various rotors. Either
a rotor could turn over when we did not expect it, or it could have turned over by error. This is
similar to the situation we obtained in our example using the Bombe in a known plaintext attack.

Consider the following ciphtext, of 734 characters in length
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We ran through all possible 60 - 263 possible values for the rotors and for the rotor positions, with
ring settings equal to A, A, A. We obtain the following “high” values for the IC statistic.

Ic pr p2 ps3 | P} s
0.04005 | I V 1V
0.0409017 | IV 1 1I
0.0409017 | IV V1
0.0408496 | V. IV 1I
0.040831 |IV I V
0.0408087 | II I V
0.040805 | T IV III
0.0407827 | V. 1 1I
0.040779 |III IV 1I
0.0407121 | I TII V
0.0406824 | IV V III
0.0406675 | IV 1I III
0.04066 |11 1 IV

~AasAAHEH<mOrmEOR<TPusmx— =229
T oOoO~AQbmtHETDwAatEIO<O0Od«w O =3

0.0406526 | IV V 11
0.0406415 | T II III
0.0406303 | I II IV
0.0406266 | V. 1V 1I
0.0406229 | IT III IV
0.0405969 | V. II III
0.0405931 | I III V
IIr I1v 1

OO0~ OQQOQADUQOHOwrrENTQ

0.0405931

For the 300 or so such high values we then ran through all possible values for the rings r; and 79
(note the third ring plays no part in the process) and we set the rotor starting positions to be

p1 = P+ +in,
p2 = phH4ro+io,
ps = D

The addition of the r; value is to take into account the change in ring position from A to r;. The
additional value of i; is taken from the set {—1,0,1} and is used to accommodate issues to do with
rotor turnovers which our crude IC statistic is unable to pick up.

Running through all these possibilities we find the values with the highest values of IC' are
given by
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IC p1L P2 P3| p1 P2 p3|ri To T3
00447751 |1 II III|K D C|P B A
0.0444963 | I II III|L D C|Q B A
0.0444406 | I II I1II|J D C|O B A
00443848 | I II III|K E D |/ P B A
00443588 | I II III| K I D|P F A
00443551 | I II III|K H D|P E A
00443476 | I II III| K F D|P C A
0.0442807 | I II III|L E D|Q B A
00442324 | I II 1III|J H D|O E A
0.0442064 | I II III| K G D|P D A
0.0441357| I II 1III1|J G D|O D A
0.0441097 | I II 1II1|J E D|O B A
0.0441097 | I II III|L F D|Q C A
0.0441023 | I II III|L C C|Q A A
0.0440837| I II 1II1|J F D|O C A
0.0440763 | I II 1II1|J I D|O F A
0.0440242 | I 1II III| K C C|P A A
00439833 | I II III|L G D|Q D A
0.0438004 | I II III|L I D|Q F A
0.0438607 | I II III|L H D|Q E A

Finally using our previous technique for finding the plughoard settings given the rotor settings in
a ciphertext only attack (using the Sinkov statistic) we determine that the actual settings are

pP1L P2 P3 |P1 P2 P3 |1 T2 T3
I II III\L D C|Q B A

with plugboard given by eight plugs which are
A—-B C— D, E—F, G+ H,

l—J, K—L M+ N, O« P.

With these settings one finds that the plaintext is the first two paragraphs of “A Tale of Two
Cities”.

Chapter Summary

e We have described the Enigma machine and shown how poor session key agreement was
used to break into the German traffic.

e We have also seen how stereotypical messages were also used to attack the system.

e We have seen how the plugboard and the rotors worked independently of each other, which
led to attackers being able to break each component seperately.

Further Reading
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The paper by Rejweski presents the work of the Polish cryptographers very clearly. The pure
ciphertext only attack is presented in the papers by Gillogly and Williams. There are a number of
excellent sites on the internet which go into various details, of particular note are Tony Sale’s web
site and the Bletchley Park site.
J. Gillogly. Cliphertext-only cryptanalysis of Enigma. Cryptologia, 14, 1995.

M. Rejewski. An application of the theory of permutations in breaking the Enigma cipher. Appli-
cationes Mathematicae, 16, 1980.

H. Williams. Applying statistical language recognition techniques in the ciphertext-only cryptanal-
ysis of Enigma. Cryptologia, 24, 2000.

Bletchley Park Web Site. http://www.bletchleypark.org.uk/.

Tony Sale’s Web Site. http://www.codesandciphers.org.uk/.



CHAPTER 5

Information Theoretic Security

Chapter Goals

To introduce the concept of perfect secrecy.

To discuss the security of the one-time pad.

To introduce the concept of entropy.

To explain the notion of key equivocation, spurious keys and unicity distance.

To use these tools to understand why the prior historical encryption algorithms are weak.

1. Introduction

Information theory is one of the foundations of computer science. In this chapter we will examine
its relationship to cryptography. But we shall not assume any prior familiarity with information
theory.

We first need to overview the difference between information theoretic security and compu-
tational security. Informally, a cryptographic system is called computationally secure if the best
possible algorithm for breaking it requires N operations, where N is such a large number that it
is infeasible to carry out this many operations. With current computing power we assume that
280 operations is an infeasible number of operations to carry out. Hence, a value of N larger than
280 would imply that the system is computationally secure. Notice that no actual system can be
proved secure under this definition, since we never know whether there is a better algorithm than
the one known. Hence, in practice we say a system is computationally secure if the best known
algorithm for breaking it requires an unreasonably large amount of computational resources.

Another practical approach, related to computational security, is to reduce breaking the system
to solving some well-studied hard problem. For example, we can try to show that a given system
is secure if a given integer N cannot be factored. Systems of this form are often called provably
secure. However, we only have a proof relative to some hard problem, hence this does not provide
an absolute proof.

Essentially, a computationally secure scheme, or one which is provably secure, is only secure
when we consider an adversary whose computational resources are bounded. Even if the adversary
has large, but limited, resources she still will not break the system.

When considering schemes which are computationally secure we need to be very clear about
certain issues:

e We need to be careful about the key sizes etc. If the key size is small then our adversary
may have enough computational resources to break the system.

e We need to keep abreast of current algorithmic developments and developments in com-
puter hardware.

e At some point in the future we should expect our system to become broken, either through
an improvement in computing power or an algorithmic breakthrough.

7
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It turns out that most schemes in use today are computationally secure, and so every chapter in
this book (except this one) will solely be interested in computationally secure systems.

On the other hand, a system is said to be unconditionally secure when we place no limit on the
computational power of the adversary. In other words a system is unconditionally secure if it cannot
be broken even with infinite computing power. Hence, no matter what algorithmic improvements
are made or what improvements in computing technology occur, an unconditionally secure scheme
will never be broken. Other names for unconditional security you find in the literature are perfect
security or information theoretic security.

You have already seen that the following systems are not computationally secure, since we
already know how to break them with very limited computing resources:

e shift cipher,

e substitution cipher,

e Vigenere cipher.
Of the systems we shall meet later, the following are computationally secure but are not uncondi-
tionally secure:

e DES and Rijndael,

e RSA,

e ElGamal encryption.
However, the one-time pad which we shall meet in this chapter is unconditionally secure, but only
if it is used correctly.

2. Probability and Ciphers

Before we can introduce formally the concept of unconditional security we first need to under-
stand in more detail the role of probability in understanding simple ciphers. We make the following
definitions:

e Let P denote the set of possible plaintexts.
e Let K denote the set of possible keys.
e Let C denote the set of ciphertexts.

Each of these can be thought of as a probability distribution, where we denote the probabilities by
p(P =m),p(K = k),p(C = c).
So for example, if our message space is P = {a, b, ¢} and the message a occurs with probability
1/4 then we write
1
P=a)=-.
p(P=a)=

We make the reasonable assumption that P and K are independent, i.e. the user will not decide to
encrypt certain messages under one key and other messages under another. The set of ciphertexts
under a specific key k is defined by

C(k) = {ex(z) : © € P},
where the encryption function is defined by e (). We then have the relationship
(7) p(C=c)= Y pE=k) pP=dyc)),
k:ceC(k)

where the decryption function is defined by dj(c). As an example, which we shall use throughout
this section, assume that we have only four messages P = {a, b, ¢, d} which occur with probability

o p(P=a)=1/4,
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Also suppose we have three possible keys given by K = {k1, k2, k3}, which occur with probability
o p(K = ki) =1/4,
(] p(K = k?g) = 1/2,
o p(K =k3)=1/4.
Now, suppose we have C = {1,2, 3,4}, with the encryption function given by the following table
a b c d

3
ka | 3
4

Lo
— o N
.

We can then compute, using formula (7),
p(C=1) = p(K = k1)p(P = d) + p(K = ko)p(P = b)
+ p(K = k3)p(P = ¢) = 0.2625,

p(C=4) =p(K = ki)p(P = b) + p(K = ka)p(P = ¢)
+ p(K = k3)p(P = a) = 0.2125.
Hence, the ciphertexts produced are distributed almost uniformly. For ¢ € C and m € P we

can compute the conditional probability p(C' = ¢|P = m). This is the probability that ¢ is the
ciphertext given that m is the plaintext

p(C=c|lP=m)= Z p(K = k).
k:m=dy (c)
This sum is the sum over all keys k for which the decryption function on input of ¢ will output m.
For our prior example we can compute these probabilities as
p(C =1|P=a)=0, p(C =2|P=a)=0,
p(C =3|P=a)=0.75, p(C=4|P =a)=0.25,

p(C=1P=0b)=0.5, p(C=2|P=0>)=0,
p(C =3[P =1b)=025 p(C=4P=0)=0.25

p(C=1|P=¢)=0.25 p(C=2|P=c)=0.25,
p(C =3|P=c¢) =0, p(C =4|P =¢) = 0.5,

p(C=1|P=d)=0.25 p(C=2P=d)=0.75,

p(C =3|P=d) =0, p(C =4|P=4d)=0.
But, when we try to break a cipher we want the conditional probability the other way around, i.e.
we want to know the probability of a given message occurring given only the ciphertext. We can
compute the probability of m being the plaintext given c is the ciphertext via,

p(P =m)p(C = c|P =m)

p(P=m|C =¢c) = p(C=0)
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This conditional probability can be computed by anyone who knows the encryption function and
the probability distributions of K and P. Using these probabilities one may be able to deduce some
information about the plaintext once you have seen the ciphertext.
Returning to our previous example we compute
p(P=alC =1)=0, p(P=0b|C =1)=0.571,
p(P=c¢|C=1)=0.143, p(P =d|C =1)=0.286,

p(P =a|C =2)=0, p(P=0C=2)=0,
p(P =¢|C =2)=0.143, p(P =d|C =2)=0.857,

p(P =a|lC =3)=0.714, p(P =0b|C =3)=0.286,
p(P =c|C =3)=0, p(P=d|C=3)=0,

p(P =alC =4)=0.294, p(P=0|C=4)=0.352,
p(P=¢c|C=4)=0.352, p(P=d|C=4)=0.

Hence

e If we see the ciphertext 1 then we know the message is not equal to a. We also can guess
that it is more likely to be b rather than c or d.

o If we see the ciphertext 2 then we know the message is not equal to a or b. We also can
be pretty certain that the message is equal to d.

o If we see the ciphertext 3 then we know the message is not equal to ¢ or d and have a good
chance that it is equal to a.

e If we see the ciphertext 4 then we know the message is not equal to d, but cannot really
guess with certainty as to whether the message is a, b or c.

So in our previous example the ciphertext does reveal a lot of information about the plaintext. But
this is exactly what we wish to avoid, we want the ciphertext to give no information about the
plaintext.

A system with this property, that the ciphertext reveals nothing about the plaintext, is said to
be perfectly secure.

DEFINITION 5.1 (Perfect Secrecy). A cryptosystem has perfect secrecy if
p(P =m|C =c¢)=p(P =m)
for all plaintexts m and all ciphertexts c.

This means the probability that the plaintext is m, given that you know the ciphertext is c,
is the same as the probability that it is m without seeing c. In other words knowing c reveals no
information about m. Another way of describing perfect secrecy is via:

LEMMA 5.2. A cryptosystem has perfect secrecy if p(C = ¢|P = m) = p(C = ¢) for all m and

c.
Proor. This trivially follows from the definition
p(P =m)p(C = c|P =m)
p(P=m|C=c) =
( | ) W(C =0
and the fact that perfect secrecy means p(P = m|C = ¢) = p(P = m). O

The first result about a perfect security is
LEMMA 5.3. Assume the cryptosystem is perfectly secure, then
#K > #C > #P,

where



2. PROBABILITY AND CIPHERS 81

o #K denotes the size of the set of possible keys,
o #C denotes the size of the set of possible ciphertexts,
o #P denotes the size of the set of possible plaintexts.

ProOF. First note that in any encryption scheme, we must have

#C > #P

since encryption must be an injective map.

We assume that every ciphertext can occur, i.e. p(C = ¢) > 0 for all ¢ € C, since if this does
not hold then we can alter our definition of C. Then for any message m and any ciphertext ¢ we
have

p(C =c|P=m)=p(C=c)>0.
This means for each m, that for all ¢ there must be a key k such that
ex(m) = c.
Hence, #K > #C as required. O

We now come to the main theorem due to Shannon on perfectly secure ciphers. Shannon’s
Theorem tells us exactly which encryption schemes are perfectly secure and which are not.

THEOREM 5.4 (Shannon). Let
(P’ (C’ Ka ek’(')? dk())

denote a cryptosystem with #P = #C = #K. Then the cryptosystem provides perfect secrecy if
and only if

o cvery key is used with equal probability 1/#K,
e for each m € P and c € C there is a unique key k such that e;.(m) = c.

ProOOF. Note the statement is if and only if hence we need to prove it in both directions. We
first prove the only if part.

Suppose the system gives perfect secrecy. Then we have already seen for all m € P and ¢ € C there
is a key £ such that e;(m) = c. Now, since we have assumed #C = #K we have

#{er(m) : ke K} = #K
i.e. there do not exist two keys k; and ko such that
er, (m) = ep,(m) = c.

So for all m € P and ¢ € C there is exactly one k£ € K such that e;(m) = c.
We need to show that every key is used with equal probability, i.e.

p(K =k)=1/#K for all k € K.
Let n = #K and P = {m; : 1 <i < n}, fix ¢ € C and label the keys ki, ..., k, such that
e, (m;) =cfor 1 <i<n.
We then have, noting that due to perfect secrecy p(P = m;|C = ¢) = p(P = m;),
p(P =m;) =p(P =m;|C = ¢)
p(C = ¢|P =m;)p(P =m;)
B p(C=c)
_ plK = k)p(P = m)
p(C =0 '
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Hence we obtain, for all 1 <i <n,
p(C =c)=p(K = k).
This says that the keys are used with equal probability and hence
p(K =k)=1/#K for all k € K.

Now we need to prove the result in the other direction. Namely, if

o #K = #C = #P,
e every key is used with equal probability 1/#K,
e for each m € P and ¢ € C there is a unique key k& such that e, (m) = ¢,

then we need to show the system is perfectly secure, i.e.
p(P =m|C =c¢) =p(P =m).
We have, since each key is used with equal probability,

p(C =c) = p(K = k)p(P = di(c))
k

1
= % ZP(P = di(c)).
k
Also, since for each m and c there is a unique key k& with ey (m) = ¢, we must have

N (P =di(c) =Y p(P=m) =1
k

m

Hence, p(C = ¢) = 1/#K. In addition, if ¢ = e;(m) then p(C = ¢|P = m) = p(K = k) = 1/#K.
So using Bayes’ Theorem we have

p(P=m|C =) = p(P = mz))](oéCz—c)c\P =m)
_ p(P=m)gg
7K
= p(P =m).

We end this section by discussing a couple of systems which have perfect secrecy.

2.1. Modified Shift Cipher. Recall the shift cipher is one in which we ‘add’ a given letter
(the key) onto each letter of the plaintext to obtain the ciphertext. We now modify this cipher
by using a different key for each plaintext letter. For example, to encrypt the message HELLO
we choose five random keys, say FUIAT. We then add the key onto the plaintext, modulo 26, to
obtain the ciphertext MYTLH. Notice, how the plaintext letter L. encrypts to different letters in
the ciphertext.

When we use the shift cipher with a different random key for each letter, we obtain a perfectly
secure system. To see why this is so, consider the situation of encrypting a message of length n.
Then the total number of keys, ciphertexts and plaintexts are all equal, namely:

#K = #C = #P = 26"™.
In addition each key will occur with equal probability:

1
K=k =—
»( )= om0
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and for each m and ¢ there is a unique k such that ey (m) = c¢. Hence, by Shannon’s Theorem this
modified shift cipher is perfectly secure.

2.2. Vernam Cipher. The above modified shift cipher basically uses addition modulo 26.
One problem with this is that in a computer, or any electrical device, mod 26 arithmetic is hard,
but binary arithmetic is easy. We are particularly interested in the addition operation, which is
denoted by @ and is equal to the logical exclusive-or, or XOR, operation:

@0 1
0]0 1
111 0

In 1917 Gilbert Vernam patented a cipher which used these principles, called the Vernam cipher
or one-time pad. To send a binary string you need a key, which is a binary string as long as the
message. To encrypt a message we XOR each bit of the plaintext with each bit of the key to
produce the ciphertext.

Each key is only allowed to be used once, hence the term one-time pad. This means that key
distribution is a pain, a problem which we shall come back to again and again. To see why we
cannot get away with using a key twice, consider the following chosen plaintext attack. We assume
that Alice always uses the same key k to encrypt a message to Bob. Eve wishes to determine this
key and so carries out the following attack:

e Fve generates m and asks Alice to encrypt it.
e Eve obtains c=m & k.
e Eve now computes kK = c @ m.

You may object to this attack since it requires Alice to be particularly stupid, in that she encrypts
a message for Eve. But in designing our cryptosystems we should try and make systems which are
secure even against stupid users.

Another problem with using the same key twice is the following. Suppose Eve can intercept
two messages encrypted with the same key

cp=m Pk,
co = mo D k.

Eve can now determine some partial information about the pair of messages m; and ms since she
can compute

c1®ca=(m ®k)P®(me®k) =m1 ®ms.

Despite the problems associated with key distribution, the one-time pad has been used in the past
in military and diplomatic contexts.

3. Entropy

If every message we send requires a key as long as the message, and we never encrypt two
messages with the same key, then encryption will not be very useful in everyday applications such
as Internet transactions. This is because getting the key from one person to another will be an
impossible task. After all one cannot encrypt it since that would require another key. This problem
is called the key distribution problem.

To simplify the key distribution problem we need to turn from perfectly secure encryption
algorithms to ones which are, hopefully, computationally secure. This is the goal of modern cryp-
tographers, where one aims to build systems such that

e one key can be used many times,
e one small key can encrypt a long message.
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Such systems will not be unconditionally secure, by Shannon’s Theorem, and so must be at best
only computationally secure.

We now need to develop the information theory needed to deal with these computationally
secure systems. Again the main results are due to Shannon in the late 1940s. In particular we shall
use Shannon’s idea of using entropy as a way of measuring information.

The word entropy is another name for uncertainty, and the basic tenet of information theory
is that uncertainty and information are essentially the same thing. This takes some getting used
to, but consider that if you are uncertain what something means then revealing the meaning gives
you information. As a cryptographic application suppose you want to determine the information
in a ciphertext, in other words you want to know what its true meaning is,

e you are uncertain what the ciphertext means,

e you could guess the plaintext,

e the level of uncertainty you have about the plaintext is the amount of information contained
in the ciphertext.

If X is a random variable, the amount of entropy (in bits) associated with X is denoted by H (X),
we shall define this quantity formally in a second. First let us look at a simple example to help
clarify ideas.

Suppose X is the answer to some question, i.e. Yes or No. If you know I will always say Yes
then my answer gives you no information. So the information contained in X should be zero, i.e.
H(X) = 0. There is no uncertainty about what I will say, hence no information is given by me
saying it, hence there is no entropy.

If you have no idea what I will say and I reply Yes with equal probability to replying No then
I am revealing one bit of information. Hence, we should have H(X) = 1.

Note that entropy does not depend on the length of the actual message; in the above case we
have a message of length at most three letters but the amount of information is at most one bit.
We can now define formally the notion of entropy.

DEFINITION 5.5 (Entropy). Let X be a random variable which takes on a finite set of values
x;, with 1 < i < n, and has probability distribution p; = p(X = x;). The entropy of X is defined to
be

H(X) = —Zpi log, pi.-
i=1

We make the convention that if p; = 0 then p;logy p; = 0.

Let us return to our Yes or No question above and show that this definition of entropy coincides
with our intuition. Recall, X is the answer to some question with responses Yes or No. If you
know I will always say Yes then

p1 =1 and p2 = 0.
We compute
H(X)=-1-logy1—0-log, 0 =0.
Hence, my answer reveals no information to you.
If you have no idea what I will say and I reply Yes with equal probability to replying No then

p1=p2=1/2.
We now compute
logy =+ logy 3
10823 082 5

H(X)=—32 - =22 =1.

Hence, my answer reveals one bit of information to you.

There are a number of elementary properties of entropy which follow from the definition.
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e We always have H(X) > 0.
e The only way to obtain H(X) = 0 is if for some i we have p; = 1 and p; = 0 when ¢ # j.
o If p; =1/n for all i then H(X) = log, n.

Another way of looking at entropy is that it measures by how much one can compress the informa-
tion. If I send a single ASCII character to signal Yes or No, for example I could simply send Y or
N, I am actually sending 8 bits of data, but I am only sending one bit of information. If I wanted to
I could compress the da